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Abstract

Cell phones are increasingly becoming the attractive target of ma-
licious worm attacks. The worm attacks not only cause extra
charges to users and drain their battery power, but also bring in
malicious traf�c to the network infrastructure. Existing security
solutions, such as relying on users' self recoveries, are too pas-
sive towards countering such threats. In this work, we studythe
propagation behavior of cell-phone worms that exploit bothMMS
and Blue-tooth interfaces for spreading, and propose a two-level
defense framework for rapid and effective worm containmentat
both the terminal devices and the network infrastructure. Speci�-
cally, in the user level, we design several defense mechanisms,
utilizing techniques such as Graphic Turing test and identity-
based signature, to block unauthorized messages from infected
phones. In the network level, we propose a detection-based au-
tomatic patching scheme to identify and cleanse infected phones
as well as protect normal messaging traf�c. We show through ex-
tensive experiments on real smart-phone devices and simulations
on various network con�gurations that cellular networks taking
advantage of our countermeasures can retain a low infectionrate
(less than 3% within 30 hours) even under severe worm attacks.
To our best knowledge, our solution is the �rst applicable topro-
vide systematic protection against cell-phone worms and can be
easily and incrementally deployed in existing smart-phonede-
vices and cellular communication systems.

1 Introduction
Mobile communications supporting both voice and data services
become ubiquitous and essential in people's daily life. This pop-
ularity however also makes cellular networks and mobile devices
such as cell phones and PDAs attractive targets to various mali-
cious attacks. The introduction of new functionalities (such as
email, �le download, Blue-tooth communication, etc.) and the
adoption of common operating systems (such as Symbian [10]
and Windows CE [9]) in mobile devices make them even more
vulnerable to attacks. This situation gets even worse as mobile
devices evolve very quickly. Today's cell phone, especially the
thriving smart-phones are typically as powerful as a-few-year-old
PCs. This indicates the trend that cell phones will soon be facing
with the similar worms that are terrorizing today's PCs. Accord-
ing to F-Secure [7], currently there are more than 200 mobile
worms (or viruses) in circulation. Examples of the most notori-
ous threats to cell phones include the Skull [21], Cabir [25]and
Mabir [22] worms targeting at the Symbian operating systems.
The research organization IDC estimates that by 2008 the market
for mobile security software will grow yearly by 70%.

In our work, we refer to these worms ascell-phone worms.
Cell-phone worms are malicious codes that exploit the vulner-
abilities in cell-phone software and propagate in the network

through popular services such as MMS (Multimedia Messaging
Service), Blue-tooth communication, or both. Traditionalcell-
phone worms (such as Skull [21], Cabir [25] and Mabir [22])
take control of a phone's Blue-tooth interface and continuously
scan for other Blue-tooth-enabled devices that enter the scanning
range, and �nally infect any such devices. Due to the limitedra-
dio coverage and the localized wireless connections, worm prop-
agation through Blue-tooth alone is usually too slow to spread
throughout the entire network. Some latest cell-phone worms
also utilize the network infrastructure to achieve faster and more
global propagation. For example, CommWarrior [29], which con-
tinues to wreak havoc among Symbian phone users in many coun-
tries, scans an infected phone's contact list and randomly sends it-
self in an MMS message. Because most users would already trust
the originator, they usually accept the attachments in the mes-
sages and unwittingly get their phones infected. This process is
repeated and more cell phones could be quickly infected.

Cell-phone worms are destructive both to the users and to the
network infrastructure. A user of an infected phone will be un-
consciously charged for numerous messages sent by the worm,
and the battery of the cell phone will be drained very quickly.
Moreover, the reported damage caused by cell-phone worms so
far extends from the loss of data and privacy to damaging the
device hardware. For example, the �rst trojan spy for Symbian
phones named Flexispy [6] records information of the victim's
phone calls and messages, then sends them to a remote server.In
addition, automated cell-phone worms generates huge unautho-
rized traf�c to cause misuse or denial-of-service to the network
infrastructure. Therefore, both cell-phone designers andnetwork
service providers must employ appropriate countermeasures to
get well prepared for the surging worm threats from cell phones.

Current work on modeling the cell-phone worms fails to con-
sider all possible infection vectors, especially the MMS service,
through which the surging worms may exploit to accelerate their
propagation in the network. Moreover, existing security solutions
against the cell-phone worms are not adequate. Simply relying on
users' individual recovery (e.g., purchasing and installing secu-
rity patches from vendors) is too passive towards countering these
system-wide attacks. To our knowledge, there are no systematic
approaches that combat the worm spread from the perspectives of
both the mobile devices and the network infrastructure.

Our focus of this paper is to study and design new mecha-
nisms to defend against cell-phone worms in cellular networks.
We �rst investigate the epidemic behavior of the worms, espe-
cially those relying on the vectors of MMS and Blue-tooth to
spread throughout the existing mobile networking environments.
We then discuss several challenges in combating the worm threats
and further propose a systematic approach, which consists of a se-
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ries of countermeasures from both the user level and the network
level. Our user-level defense adopts aGraphic Turing testand
an identity-based signaturescheme to block unauthorized worm
messages; our network-level defense adopts adetection-based
automatic patchingscheme, which leverages the network infras-
tructure to disinfect victim phones and protect normal traf�c. We
evaluate the effectiveness of the proposed schemes throughexten-
sive theoretical analysis and real experiments. The results clearly
demonstrate that our defenses signi�cantly thwart the cell-phone
worm attacks within mobile communication systems.

The rest of the paper is organized as follows. Section 2 de-
scribes a network model and an attack model for the worms. Sec-
tion 3 provides an overview of our proposed defenses. In Section
4 and 5 we present the user-level defense and the network-level
defense, respectively. We evaluate our schemes through extensive
analysis in Section 6 and experiments in Section 7 and 8. In Sec-
tion 9, we introduce related work and in Section 10 we conclude.

2 Preliminaries
To study the behavior of cell-phone worms and their spread in
cellular networks, we �rst generalize a network model whichsup-
ports both MMS and Blue-tooth communications. We then de�ne
security states for cell phones under the worm threats and intro-
duce an attack model.

2.1 Background Knowledge
MMS Communications Multimedia Message Service (MMS)
[12] evolves from Short Message Service (SMS), a text-only mes-
saging technology in mobile networks. With MMS, a cell phone
can send and receive multimedia messages containing graphics,
video clips, application software, etc.. MMS is designed towork
in mobile packet data networks such as GPRS and UMTS sys-
tems. Fig.1 shows an abstract view of the MMS network. A
MMS Center (MMSC) typically contains an MMS proxy-relay
and an MMS server. The former is responsible for message rout-
ing between MMSCs and the latter provides message storage and
retrieval. A typical MMS data �ow starts when a subscriber uses
a smart-phone to compose, address and send an MMS message
to another subscriber. The initial submission by an MMS client
to thehome MMSCis accomplished using HTTP with specialized
commands and encodings. Upon receiving an MMS message, the
recipient MMSCnoti�es the receiver using either a SMS noti�ca-
tion, HTTP Push or WAP Push.

Figure 1:An abstract view of the MMS network. Typically, the network infras-
tructure between the cell phone and MMSC includes BTS-BSC-SGSN-GGSN
and WAP GW; MM1, MM4 denote two reference points.

Two delivery modes are available in a recipient MMSC:im-
mediateor deferred. In the immediate mode, when the receiver
gets the noti�cation, it immediately retrieves the messagecontent
from the MMSC; in the deferred mode, the receiver is alerted and
allowed to choose whether and when to retrieve the new message.

The former method hides the network latencies from the user but
is less secure because of its instant retrieval. Our work is based
on the latter mode due to its popularity in cellular networks.
Blue-tooth Communications Unlike the MMS which utilizes
the network infrastructure to deliver messages among users, the
Blue-tooth technique helps cell phones set up localized wireless
connections for message dissemination. Speci�cally, two Blue-
tooth–enabled cell phones that are in close proximity with each
other can set up a secure communication channel through pairing
(a symmetric key authentication process). Through this secure
channel, cell phones may exchange data (e.g., video clips, appli-
cations) with a throughput of 700K� 2.1M bps. Typically, Blue-
tooth uses 2.4 GHz radio waves and has a coverage of 10 meters
(Class II) or 100 meters (Class I).
Identity-based signatureIn 1984, Shamir [37] proposed an extra
twist on a public key cryptosystem: in stead of generating a ran-
dom pair of public/secret keys and publishing one of these keys,
a use may choose her identity information as her public key. This
enables any pair of users to verify each other's signature without
exchanging public keys, hence reducing the message overhead in
a communication system. Since Boneh et al. [15] provided the
�rst practical IBE system based onbilinear paringin 2001, sev-
eral IBS variations [16, 19] have been proposed. Typically,an
IBS scheme consists of four algorithms:

� Setup(k): This algorithm is executed by aPrivate Key Gen-
erator (PKG), which takes a random parameterk and gener-
ates a master keyK m and a set of public parametersparams
(typically include the PKG's public key, some known func-
tions and groups of numbers).

� Keygen(ID i ; K m ; params): Based on a useri 's identity
ID i , the PKG usesK m andparams to compute for user
i a stringQID i and the corresponding private keydID i .

� Sign(M; params; d ID i ): This algorithm is run by useri to
sign a messageM , the user takesparams and the private
keydID i to compute a signature� for M .

� Verify (M; �; ID i ; params): A userj runs this algorithm to
verify a messageM and a signature� sent from useri . j �rst
derivesQID i from ID i andparams, it then performs a test
V ERIF Y (M; �; Q ID i ; params). j accepts the signature
if the result isT RUE and rejects otherwise.

2.2 Network Model and Node States
We propose a network model that supports both MMS and Blue-
tooth communications. These two popular services consist of the
major infection vehicles of cell-phone worms. Similar to the PC
email system, each MMS-enabled phone usually keeps a contact
list in its address book. Each record in the contact list contains
the MMS address (a phone number or an e-mail address) of a
valid user. Thus, an MMS network can be modeled as a directed
graphG(V; E), in which each noden 2 V represents an active
cell phone (A cell phone is active after it is attached to the net-
work) and each edgeeab 2 E from nodea to b represents thata
hasb in its contact list. We also de�ne theout-degreeof a node
in the directed graphG as the size of its contact list. On the
other hand, Blue-tooth communications cause some variations to
this network graphG. For a Blue-tooth–enabled cell phonei that
moves randomly, it always scans within its short range any Blue-
tooth–enabled neighbors. Once a neighborj has been explored,i
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may have a chance to connect toj (sometimes a user- intervened
pairing is needed) and exchange data with it. The connectiongets
lost as they move out of range. During this process, nodei es-
sentially varies its out-degree in the network graph. Such degree
variations are usually determined by factors such as node speed,
node density, communication range, etc.

An active cell phone in the network typically has two states
with respect to the worm attacks:susceptibleand infected. A
susceptible node is usually not well protected against the worms.
It becomes infected when exposed to an attack. For example,
the user activates a CommWarrior worm message in her phone.
An infected node returns back to susceptible when a protection
mechanism against the worm has been in place, e.g., the phone
user installs a security patch against CommWarrior from a vendor
such as F-Secure and Symantec.

2.3 Attack Model and Security Assumptions
We �rst give an attack model for the cell-phone worms. An
MMS-based worm has the following strategy. It starts by choos-
ing some initial victim nodes (also named ahit-list) from the net-
work. Each infected phone scans its contact list and randomly
delivers worm messages to some members in the list. Most proba-
bly a susceptible receiver would trust an incoming MMS message
(either because of its attractive title or its familiar origin), she ac-
cepts the message (hence the attached worm �le) and unwittingly
gets the phone infected. This infection process repeats, causing
more infections in the network. A Blue-tooth–based worm typ-
ically takes control of a victim cell phone's Blue-tooth interface
and continuously scans for other Blue-tooth-enabled cell phones
which enter its scanning range. Once the worm has found such a
new target, it tries to inter-connect the two phones and transfers
the worm message to the victim target. The receiver's phone gets
infected and becomes a new source of attacks.

We note that in current stage, using the Symbian platform as
an example, all the cell-phone worms utilize SIS �les1 as the
infection media. Once a user receives and activates a malicious
SIS �le attached in the message, her cell phone becomes a vic-
tim and an automated messaging process is triggered to startthe
worm propagation. All the existing Symbian worms are limited
in the application layerbecause they launch the attacks by in-
voking Symbian's messaging APIs. The reasons are as follows.
First, existing platform security in Symbian phones provides a
good kernel-level protection against the malicious attacks. For
example, the latest Symbian OS v9 employs a capability-based
model [1] to seek a �ne-grained (per-process–based) way to re-
strict or prevent unauthorized access to some system resources.
Second, unlike in PC platforms, where people may easily change
and recompile a Linux kernel, cell-phone operating systemssuch
as Symbian are only open to the manufacturers. At current stage
user programs in Symbian phones cannot directly make system
calls; instead, they have to call some APIs to access the system
resources in the phone devices. Existing cell-phone worms take
advantage of this factor and launch the attacks by accessingthe
APIs from legally installed user programs (e.g., SIS applications).

In our work, we assume most smart-phones in a cellular net-
work support MMS and Blue-tooth and existing worms only at-
tack phones with these capabilities. For cell phones without these

1SIS is the installation �le format used by Symbian to distribute applications; a SIS �le
requires user's action to install.

capabilities, we consider them irrelevant to the worms we study
in this paper. Compared with network elements in the infrastruc-
ture, cell phones are usually less powerful and less secure.We
assume that communications between cell phones and the net-
work elements are secured, for example, 2G networks provide
mechanisms for user authentication, data ciphering and keyman-
agement; 3G networks further protect the integrity of control sig-
naling [11]. In this paper, unless otherwise speci�ed, the term
network siderefers to the MMSCs which process and route MMS
messages. For ease of presentation, we ignore the internal details
such as how an MMS sever contacts an MMS Proxy-relay and
external details such as how an MMSC communicates with its
Home Location Registers (HLR). Still, we notice that currently
some communication channels exist between the MMSCs and the
security vendors such as F-Secure, so that an MMSC may request
a wireless live-update of the security patches for its users.

3 System Design Overview
Our goal is to devise effective techniques to combat worm attacks
in cellular networks. Our countermeasures should be systematic
instead of relying on the skills of the individual users. Also, they
should consider all the major worm infection vectors including
MMS and Blue-tooth communications. However, we realize that
several factors conspire to make it dif�cult to combating the cell-
phone worms. First, the surging population of smart-phonescon-
tributes to a higher average node degree in the graph, resulting in
a faster worm spread. Second, MMS-based worms acquire new
targets directly from a victim's address book, reducing message
interactions in discovering the targets. Third, users easily accept
incoming messages without any means of authentication.

We consider the following principles in our work. Gener-
ally, we want to employ effective countermeasures to prevent
cell phones from sending (or receiving) unauthorized messages
to (or from) other phones. From the user's perspective, an in-
fected phone automatically generates malicious MMS or Blue-
tooth messages, and stealthily (in background) delivers them to
others. These unauthorized messages could either cause high
charges or breach the user's privacy. A sender has strong mo-
tivation not to let her phone become the source of worm attacks
to other people in her contact list, although she is also a victim.
A recipient does not want to receive unauthorized message either
because of the potential threats or the charges for receiving mes-
sages (e.g., Verizon and Cingular). On the other hand, from the
network's perspective, the best protection strategy is to block ma-
licious messages in the earliest stage, so that the worm willnot
have a chance to enter the rest part of the infrastructure. Inthis
way, system-wide worm spread can be effectively contained.

Based on the above design principles, we propose a two-level
defense framework for the cellular systems. In the user-level de-
fense, a sender prevents her cell phone from sending out unautho-
rized messages, and a recipient rejects any unauthorized incom-
ing message that fails her authentication. Our solution is to apply
a Graphic Turing test and an identity-based signature scheme at
the terminal devices. In the network-level defense, the network
examines users' MMS traf�c and blocks the unauthorized mes-
sages to protect both the messaging infrastructure and the recip-
ients. Moreover, once the network has detected any anomalies
in the message delivery, it immediately takes countermeasures
to help immunize or disinfect the suspicious origin(s). While
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our network-level defense is only applicable to the MMS-based
worms, our user-level defense is equally effective in combating
Blue-tooth and MMS-based worms.

4 User-level Defense Schemes
Our user-level defense consists ofsender-sideprotection and
two-sideprotection, with the latter built upon the former. In
the sender-side protection, a Graphic-Turing-test–basedapproach
prevents cell phones from delivering unauthorized messages. In
the two-side protection, a cryptographic signature schemehelps
both sides to sign and verify the authorized messages. We may
apply the similar techniques to combat Blue-tooth and MMS-
based worms. Here we focus our discussion on the latter.

4.1 Sender-side Protection
In a compromised cell phone, worm messages are automatically
and frequently generated and delivered to other victim targets.
In our sender-side protection, we aim at preventing these worm
messages from leaving a compromised cell phone. Clearly, we
�rst need to answer the question:how to differentiate between
unauthorized (worm-composed) and authorized (user initiated)
messages?The frustrating experience we have learned in com-
bating email spam has already indicated that content-based�lter-
ing does not work well. Another approach is to let the cell phone
starts a pop-up window each time when there is a messaging re-
quest. A user needs to press the SEND key to con�rm when she
really wants to deliver a message. However, such simple keypad-
touching behavior could be easily simulated by an attacker from
the application layer. Our convenient while effective solution is
to use Graphic Turing test (GTT) to �nd out a worm attack in the
phone and take a further countermeasure against it.
Scheme DetailsTo tell these unauthorized messages from user-
initiated normal messaging traf�c, we propose to execute a
Graphic Turing test before each MMS message delivery, so that
we may effectively verify the presence of a worm attack and
block it within the local terminal. Our approach involves a sim-
ple user operation during the messaging process. However, auser
is usually willing to take such a small test once in a while be-
cause she wants to prevent her cell phone from sending out nu-
merous malicious messages which could cause high charges to
herself, quickly drain her cell phone's battery power2, or infect
her friends' cell phones. We note that although a user may make
phone calls very often, sending her data such as media �les to
others via MMS messages is usually a less frequent event (e.g.,
0� 5 messages/hour) for her.

Speci�cally, we propose to integrate a CAPTCHA (Com-
pletely Automated Public Turing test to Tell Computers and Hu-
man Apart) [13] visual test at the entry point of message delivery.
CAPTCHA is a program that can generate and grade tests that
most humans can pass, but automated programs (e.g., worms)
cannot. Thus, for a normal cell-phone user, she simply needs
to pass an easy test for her newly composed message before it
is moved to the Outbox. However, a worm will most probably
fail the authentication and all its unauthorized messages will be
eliminated from the cell phone. One realization of CAPTCHA
is GIMPY, which concatenates an arbitrary sequences of letters

2Actually, transmitting a message to the radio interface consumes most of the power in
the MMS messaging process. It incurs a sequence of signalinginteractions with the network.
GTT stops a malicious transmission in the software level to save power.

to form a word and renders a distorted image of the sequence.
GIMPY relies on the fact that humans can read the words within
the distorted image and current automated tools cannot. Thehu-
man authenticates himself/herself by entering an ASCII text in
the same sequence of letters as what appears in the image, as
shown in Fig.2(a). We note that GTT is popularly used in many
areas, e.g., email account registration, DoS attack defense [31].

(a) GIMPY test in cell phone (b) Sender-side protection

The next issue is where to implement the GIMPY test. We
still use Symbian platform as an example. Considering the fac-
tors in Section 2.3, we choose to embed the GIMPY test within
an appropriate messaging API that must be called each time when
a user initiates an MMS delivery. For example, manufactureslike
Nokia and Sony-Ericsson may integrate the test into a library
function namediMtm ! SendMessageL() , which belongs
to the Symbian messaging framework (Nokia S60 SDKs and
Sony-Ericsson UIQ 3 SDKs). This function is typically triggered
when a user initializes a communication entityClientMtm and
composes a new MMS message. Inside this function, the en-
tity sets the message content (e.g., the recipient address,the at-
tachment) and moves it to a temporary buffer named Outbox
(iMtm ! SaveMessageL() ). At the same time, it starts a
timer by callingwait ! start () and lets the system scheduler
deals with the �nal message delivery to the radio interface.We
may place the GIMPY test in a position just after the message
content has been set but before the message is sent to the Outbox.
In this way, only an authorized message that passes the test can
have a chance to be delivered to the messaging buffer. Because
GTT could be included in the manufacturers' platform SDKs, a
user may easily enable or update the test through downloading a
new function library from a trusted vendor such as Nokia.

Deploying GTT in a cell phone not only prevents unautho-
rized messages from leaving the device but also helps the user
identify the attacks in the victim phone. In our send-side protec-
tion, a user may individually de�ne a thresholdGth for the num-
ber of GTTs allowed for a messaging attempt. We note that this
threshold should tolerate a human user who could inadvertently
enter the wrong answers to the GTT for several times. How-
ever, a malicious attacker will never succeed and it will be easily
identi�ed after continuously failing GTT forGth times. Once
the cell phone has detected the existence of the attacker in the
device, it temporarily blocks the outgoing messaging interface.
More speci�cally, the worm is not allowed to create a new entity
ClientMtm from the Symbian messaging framework, so that it
cannot compose any outgoing messages at this time. Note that
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this protection is on the software level and it has no impact on
the incoming MMS messages. Whenever a user wants to send
a message (or a set of messages), she can easily enter her pass-
word to unblock the software interface and obtain the resource
to compose her message(s). Meanwhile, the user may choose to
disinfect a blocked phone by installing a vendor patch or sending
it for professional maintenance. Fig.2(b) illustrates a complete
program �ow of the sender-side protection. We note that a sim-
ilar security mechanism can be employed to regulate Blue-tooth
communications.
More DiscussionsNext, we address some issues in our approach.
First, our technique is independent of the exploit in the sense that
it can be deployed either in the kernel or in the application layer,
although in this paper we study the latter case due to the factthat
currently MMS exploits are in the application layer and our lack
of accessing to the kernel code. Second, our technique prevents
Denial-of-Service (DoS) attacks from the worm. In the above
scenario, if a GTT is conducted each time before a message de-
livery, the worm may send a large number of MMS messages in a
short time so that many GTT tests are triggered in the phone but
without being correctly responded (or being responded). Inthis
case, the system resources could be quickly used up and the phone
may easily crash. Our mechanism disables the software interface
of the messaging process after detecting the attack, thus prevents
the misuses of the system resources. Third, our GTT technique
can also be used to combat a cross-service attacker whose goal is
to compromise a smart-phone/PDA through its PC interface and
gain access to the phone functionality, causing automatic MMS
message deliveries. Compared with [33], our approach is more
straightforward: no matter how an attack works, it will eventu-
ally access the MMS messaging interface.

4.2 Two-side Protection
Although GTT prevents a user's cell phone from delivering unau-
thorized messages, the recipient does not know which messages
have been authorized (i.e., passed the sender's GTT). We propose
right after a cell phone completes the GTT, it generates a digital
signature and attaches it to the message, proving that the message
has been authorized. The recipient simply veri�es the signature
and decides whether or not to block the incoming message. Note
that the implementation of the signature scheme and GTT should
always beintegratedso that an attacker cannot invoke it alone.

The next question is which signature scheme to use. Tradi-
tional digital signature techniques, which are based on RSAor
DSS, use digital certi�cates to bind a user's public key withher
identity. In our work, however, we propose to use identity-based
cryptography [37], more speci�cally, an identity-based signature
(IBS) scheme, in which a user's identi�er information such as its
email or IP address instead of the digital certi�cate is usedas the
public key for signature veri�cation. An advantage of this scheme
is that parties may verify signatures without prior distribution of
keys between individual participants (as required by traditional
Public-key schemes [24]). This is extremely useful for a cellular
system where pre-distribution of authenticated keys is expensive
or infeasible. In our case, when using the traditional approach,
a recipient needs �rst to know the public key of the sender (who
is probably unknown); it is neither convenient nor scalablefor a
sender to include in her message a public key certi�cate, which
is typically several-hundred-bytes long. In real applications, a re-

Notation:
� H is the HLR/AuC, which is used as a PKG
� S is the sender, which originates a MMS message
� R is the receiver, which receivers a MMS message
� � denotes all users in the network
� K m is the master key of the HLR/AuC
� ID S is the MSISDN number of user S
� A ! B : m userA delivers messagem to userB

A Complete IBS Flow:
1. H : ( K m ; params ) = Setup (k)
2. H ! � : params // params is known to all users
3. S ! H : ID S // S asks HLR for its private key
4. H : ( Q ID S ; d ID S ) = Keygen ( ID S ; K m ; params )

5. H ! S : dID S // HLR replies S with private key

6. S : ( � ) = Sign (M; params; d ID S )

7. S ! R : M jj � // S sends msg and signature to R

8. R : V erify (M; �; ID S ; params )

Figure 2:The IBS scheme in a cellular network

cipient only knows the phone number of a sender according to the
MMS messaging protocols [12].

To deploy the IBS scheme in a cellular network, we �rst con-
sider a user's identi�cation. Typically, a user can have mul-
tiple identi�ers in the network (such as E.164 phone number
(MSISDN), RFC 2822 e-mail address, IMSI number, etc.) for
various purposes. We propose using a user's phone number as
the public key for signature veri�cation. The reason is as fol-
lows. First, the cell phone number is unique in addressing a user
in the cellular network. Second, the network is always awareof a
sender's phone number, which is typically included in a messag-
ing service request. Third, a recipient is normally noti�edby the
network of the sender's number. She may directly use it to verify
the signature of the MMS message.

An IBS system involves a trusted third party PKG, which cre-
ates public parametersparams and a private keydMSISDN for
every registered user. For a receiver, it needs to know the public
parametersparams (in addition to the sender's phone number)
to verify the signature. The question is who can act as a PKG?
A natural choice is to choose a component responsible for secu-
rity data management in the network infrastructure of each wire-
less service provider, e.g., Verizon or Cingular. We noticethat
in both GSM/GPRS and UMTS networks, user security data are
usually generated in and retrieved from the Home Location Reg-
ister/Authentication Center (HLR/AuC). Since there are only a
few cellular service providers (SPs) in the US, we may pre-load
their public parameters to every cell phone or retrieve themfrom
HLR/AuC when a user activates her cell phone. In this way, a
user does not have to obtain a set of public parameters on the
�y, increasing service availability and reducing latency.In a very
rare case when the service provider decides a change in its public
parameters, it may broadcast this change through a system mes-
sage in the air interface to all cell phone users. Similarly,a user
may either choose to pre-store her private key in the local phone
or securely retrieve it from her HLR/AuC. Figure 2 illustrates a
complete IBS �ow (8 steps) in a cellular network.

Next, we show a detailed MMS messaging process under
the IBS protection. Fig.3 illustrates a typical signaling �ow
for MMS communications in a cellular network (GPRS/UMTS)
[12]. We notice an important sequence in which a sender delivers
MM 1 submit:REQ to the network and consequently the recip-
ient acceptsMM 1 retrieve:RES from the network. Speci�-
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cally, for a sender, she needs to compose the MMS content, pass
the GTT, compute an IBS and attach it to the content. She then
delivers the messageMM 1 submit:REQ to the network. For
a receiver, she receivesMM 1 retrieve:RES from the network
and veri�es whether the signature is genuine for the message. She
accepts the message if this veri�cation succeeds, but discards it
otherwise.

Originator
MMS UA

Recipient
MMS Relay/

Server

Recipient
MMS UA

MM1_submit.
REQ

MM4_forward.REQ
MM1_notification.

REQ

MM1_notification.
RES

MM4_forward.RES

MM1_retrieve.REQ

MM1_retrieve.RES

MM1_acknowledge
ment.REQ

MM4_read_reply_report.REQ
MM1_read_reply_

originator.REQ

MM1_submit.
RES

Originator
MMS Relay/

Server

MM4_delivery_report.REQ
MM1_delivery_

report.REQ

MM1_read_reply_
recipient.REQ

MM4_delivery_report.RES

MM4_read_reply_report.RES

Figure 3:A standard signaling �ow of MMS (3GPP TS 23140V6.12.0). Here

UA denotes the cell phone, a labeled message carries the MMS content

4.3 Legacy Issues
Our user-level defense effectively prevents cell phones from send-
ing/receiving unauthorized messages. However, several issues re-
main. First, it is unrealistic to require every cell phone support-
ing MMS and/or Blue-tooth services to employ the GTT-based
authentication in the device. As a result, there exist some out-
going/incoming messages without authentication. A recipient
should be able to differentiate such an incoming message from
the authenticated ones. We propose to add a �ag into the noti�-
cation message (MM 1 notif ication:REQ in Fig.3), indicating
whether the MMS content is currently protected by the GTT-IBS
scheme. Thus, the recipient is left to decide whether or whento
retrieve this vulnerable message from the server. Of course, an
unprotected message is usually given a lower receiving priority
and users are hence encouraged to enable the defense in theirde-
vices. Similarly, an indicator may be added to messages in other
interfaces (e.g.,MM 1 submit:REQ , MM 4 forward:REQ
in Fig.3). This allows the network infrastructure to easilyiden-
tify the existence of the user-level defense and react accordingly.
We note that an indicator is generated during the GTT-IBS pro-
cess and it is included in the message content for creating the
message signature. Therefore, it cannot be faked by an attacker
in the phone. We assume the end-to-end network is secure so that
the indicator cannot be falsi�ed during the message delivery.

5 Network-level Defense Schemes
Our network-level defense adopts adetection-based patching
scheme, in which the network detects worm messages (e.g., by
verifying message signatures) and further disinfects those com-
promised senders. We also study the feasibility of providing a
layer of protection in the system, so that during DDoS attacks, de-
livery or processing priority is given to the authorized messages.

5.1 Detection-based Patching
To effectively combat worm attacks, we cannot merely rely on
receivers' veri�cations, because some receivers do not support
GTT-IBS and the network resources may have already been

wasted at this point. Here we propose aDetection-based Patching
scheme in which the network not only detects and rejects unau-
thorized messages from cell phones but also identi�es and disin-
fects the compromised sources of these messages.

In Fig.3 we show that when a cell phone, sayi , ini-
tiates an MMS service request, it delivers the message
MM 1 submit:REQ to its home MMSC. Thus, the home
MMSC could be the �rst network element that investigates thein-
formation �elds of the message (format in Fig.??) and veri�es the
signature� of the MMS contentM . We note that the MMSC can
infer senderi 's identity from this service request. Senderi will
be considered compromised if the MMSC fails to authenticatethe
message. As a result, the corresponding worm message(s) will be
discarded from the network. This network-level veri�cation can
be employed as an alternative to the receiver-side authentication,
assuming the end-to-end network is secure. In this mode, worm
spread is contained in an earlier stage and less unauthorized traf�c
enters the network infrastructure. Hence, the negative in�uence
to the rest part of the network can be greatly reduced. Of course,
this network-level veri�cation consumes more network resources
and increase the latency in message deliveries.

A more complex case for the worm detection is when user
i does not provide any authentication information in the mes-
sage. In this case, the above approach does not work. We notice
that in real applications, a normal user typically delivers0 � 5
MMS messages per hour to others. However, a cell phone com-
promised by the CommWarrior [29] worm delivers120 � 150
MMS messages per hour to the network (see our experiments
in Section 7). Based on this observation, we propose that the
MMSC count (within a recent time window� T) the number of
the MM 1 submit:REQ messages it has received from useri ,
which is denoted asM i . If the rate of message delivery ex-
ceeds a prede�ned threshold� th , i.e., M i

� T > � th , senderi will
besuspectedas abnormal and probably worm-infected. Once the
home MMSC suspects a user's messaging behavior, it immedi-
ately delivers a CHALLENGE message to the user, asking her to
launch the user-level defense. Upon receiving the message,the
user should enable the GTT-IBS protection in her device or oth-
erwise con�rm her normal messaging behavior with the MMSC.
Note that the MMSC may decide the parameter� th from the aver-
age messaging rate of a group of trusted users who have launched
the user-level protection, with a certain degree of tolerance; or it
may refer to useri 's pro�le (in HLR) for a speci�c normal mes-
saging rate� th (i ) that has been learned by the system. We also
notice that a user's messaging rate could change on special occa-
sions (new year, birthdays, etc..), which brings false positives to
the worm detection. In our scheme, we use the above challenge-
based mechanism to reduce this error.

Once a cell phonei is eventually decided as suspicious, its
MMSC will immediately notify a security vendor (e.g., F-Secure,
Symantec, etc.) through a direct link or a routing infrastructure in
the Internet. Note that useri 's MSISDN number is also included
in the noti�cation message, so that the vendor knows which cell
phone has been infected (or suspected) and it may deliver thelat-
est security updateP (typically worm-signature–based) to disin-
fect or immunize the victim phone. Speci�cally, the security up-
date contains the worm information (e.g., types, severity levels,
etc.) and the vendor signature� P . It is delivered to useri via a
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Figure 4:A �ow of the detection-based patching scheme. In step1 � 3 a worm

message reaches the home MMSC; in step4 � 5 the MMSC detects the attack

and alerts the vendor; in step6 � 8 the vendor delivers its security updates to the

infected phone. The wireless network includes BTS-BSC-SGSN-GGSN

secure HTTPS data connection or incrementally with SMS mes-
sages [5]. Upon receiving the updates, useri �rst authenticates
the message origin. If it is from a trusted vendor, she chooses
whether to install the update. The security update may involve
charges. However, receivers usually have the incentive to in-
stall them because delivering numerous worm messages to others
costs much more. Fig.4 illustrates the �ow of the detection-based
patching scheme. We note that the patches are delivered to anend
user via a channel (e.g., HTTPS connections) other than MMS
messaging. In practice, individuals may connect to the vendors
by themselves and request the latest patches for their cell phones.
This is aPull-basedservice. However, in the network-level de-
fense, the MMSC initiates the patching process to the suspected
users as aPush-basedservice. The users may decide whether or
when to pull the security patches from the vendors.

Similar as vendors such as F-Secure and Symantec, we as-
sume the above patching protocol in the cell phone will not be
broken by the worms. Otherwise, the worms may easily reject the
security updates that have been downloaded to the device. Aswe
mentioned in Section 2.3, existing worm attacks in cell phones
are from the application layer and they cannot compromise the
protocol stacks, which are usually included or placed near to the
kernel. We also notice that Guo et al. [26] have suggested some
security solutions such as hardening the communication protocols
in a cell phone.

5.2 More Discussions
In practice, it is unrealistic to request every user to employ the
GTT-IBS protection in her cell phone. Therefore, MMS mes-
sages of different security levels may co-exist in the network for
a period of time. We study the feasibility of employing apriority-
based �ltering scheme, which helps the network deal with differ-
ent levels of MMS messages and protects the normal messaging
traf�c between the secure entities. Speci�cally, each MMSCmay
keep two message queues for temporarily buffering the messages
it receives. One with a high priority level and the other witha low
priority level. Once a home MMSC receives the request from
a sender, it examines the indicator in the message to see if the
sender is currently protected by GTT-IBS. If yes, the MMSC au-
thenticates the message and places it in the high priority queue;
otherwise, it puts the vulnerable message into the low priority
queue. A recipient MMSC applies the similar policy on the mes-
sages it receives from another MMSC. This mechanism provides
a layer of protection when the cellular network is under DDoS
attacks. In these cases, delivery or processing preferencemay be
temporarilygiven to the authorized messages so that some degree
of quality of services (QoS) may be provided to them. This also
supports an incremental deployment of the user-level defense and

stimulates the users to launch the protection.
Compared with the user-level defense, countermeasures from

the network are more systematic and active. They rely on more
secured network elements to detect and eliminate unauthorized
worm messages from the network. Moreover, they help the sys-
tem identify and disinfect the victims based on anomaly detec-
tions. A downside of the network-level defense is that it cannot
combat the worm as early as the user-level defense does. Worm
traf�c may have already entered the network infrastructurebefore
it is detected. There are several wireless service providers in the
US, the different ways in which they deploy their network-level
defenses could have different impacts on worm containment.

Because the user-level defense and the network-level defense
are in some sense complementary to each other, the best solution
is to combine these two countermeasures into a hybrid one. Such
a hybrid approach launches protection on different aspectsof the
system and through different stages of the worm spread. Hence,
it is more systematic and complete in defending against the cell-
phone worm attacks. For example, when the GTT-IBS scheme is
deployed locally in the cell phones, most unauthorized messages
do not have chance to enter the network infrastructure. Evenif
some worm messages have survived from this user-level defense,
most probably them will be detected and discarded by the net-
work elements shortly. We evaluate the hybrid defense through
theoretical analysis in Section 6 and experiments in Section 8.

6 Security and Performance Analysis
In this section, we investigate the effectiveness of our user-
level and network-level defenses. We start by studying a NULL
scheme case when no defense has been deployed in the network.

Table 1:Notation for analysis
Note Explanation

r Coverage radius of the Blue-tooth radio signal

v Velocity of a moving node (uniform)

� Distribution density of nodes (uniform distribution)

� b Percentage of Blue-tooth–enabled cell phones

� Rate at which a victim delivers worm message to a neighbor,� � 1

� Probability that a node accepts a worm message

t Time stamp

pi;t Probability that nodei is infected att

� i;t Probability that nodei does not receive worm messages from its neighbors att

� t Infected population at timet

� Security vendor's patching rate on an infected cell phone,� � 1

N Node population in the network

6.1 Analysis of the NULL Scheme
To investigate the characteristics of the active cell-phone worm
spreads in cellular networks, we need to derive a worm propaga-
tion model. Kephart and White [28] adopted a modi�ed homo-
geneous model in which the communication among individuals
is modeled as a directed graph and all nodes are assumed to have
similar levles of connectivity. However, our network modelin
Section 2.2 deviates much from such homogeneity. Similar asin
[38, 20], we use discrete time to conduct recursive analysisand
characterize the propagation of cell-phone worms.

We �rst consider the case when no defense has been deployed
in the network. Tab.1 shows some notation for the worm propa-
gation model. During each time interval, an infected nodej tries
to deliver a worm message to its neighbori with probability � .
We denote the probability that nodei is infected att aspi;t , and
we derive� i;t , the probability that a nodei will not receive any
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worm messages from its neighbors at timet as

� i;t =
Y

j 2 Nr i;t

(pj;t � 1(1 � � ) + (1 � pj;t � 1))=
Y

j 2 Nr i;t

(1 � � � pj;t � 1);

(1)
whereNr i;t denotes all the neighbors that may deliver messages
to i during time periodf t � 1; tg. We haveNr i;t = Nr i [ Nr �

i;t ,
whereNr i is the set of nodes who includei in their phone address
books andNr �

i;t denotes those who communicate with nodei via
Blue-tooth duringf t � 1; tg. Note thatNr i is a relatively stable
set. We derive the average size ofNr �

i;t as follows.

Size(Nr �
i;t )=(( �r 2+2 rv )�� � 1)�� 2

b � Size(Nr i ); when � b � 1:

The above equation computes the average Blue-tooth connections
nodei may have in each time epoch. In the case when� b �
1, we useNr i to approximateNr i;t . Now we derivepi;t , the
probability that nodei is infected att. We know that there are
two causes for this infection: eitheri has been infected at time
t � 1, or i is susceptible att � 1 but it accepts a worm message
from its neighbors. Thus, we have:

pi;t = pi;t � 1 + (1 � pi;t � 1)(1 � � i;t ) � �

� 1 � � i;t + pi;t � 1 � � i;t ; if � ! 1; i = 1 ::: N: (2)

Given a network topology and other parameters, we can solve
Equ.2 and obtain the time evolution of the infected population
� t =

P N
i =1 pi;t .

6.2 Analysis of the Defense Schemes
We �rst derive a generalized worm containment model for the
defenses we have proposed. Based on this model we evaluate how
each defense scheme contributes to thwarting the worm spread.

Equation 1 gives� i;t , a probability that a nodei will not re-
ceive worm messages from its neighbors at timet. We assume
that nodei is healthy(susceptible) at timet in one of the follow-
ing three cases: (1)i was healthy att � 1 and it did not receive
worm messages duringf t � 1; tg; (2) i was infected att � 1, but
it eventually became healthy att. Meanwhile, it did not receive
any worm messages; (3)i was infected att � 1, it received and
ignored worm messages, and eventually became healthy at timet.
We note that in case (2) and (3), nodei installed the patches from
security vendors at some time betweent � 1 andt. Therefore, we
derive the probability of nodei being healthy at timet as follows:

1� pi;t = (1 � pi;t � 1)� i;t + �p i;t � 1� i;t +(1 �
�
2

)�p i;t � 1(1� � i;t );

(3)
wherei = 1 ::: N and� denotes the patching rate. Here we as-
sume in case (3) the patching happened at timet� � t

2 , where� t is
the time unit. Equation 3 gives a generalized containment model
against cell-phone worms. Given the current network topology
G(V; E), the delivery rate� of worm messages, and the patch-
ing rate� , we may derive the evolution of infected population in
the network, which is� t =

P N
i =1 pi;t . Next, we derive an epi-

demic threshold for this worm containment model. We have the
following condition.

Lemma 1. If the cell-phone worm propagation dies out in the

network, then it is necessarily true that2�
(3 � � ) � < � = 1

� 1;A
,

where� 1;A is the largest eigenvalue of the adjacency matrixA of

the network graphG(V; E).

This lemma is proved in Appendix A. We may also derive
that when the worm spread is diminishing due to the counter-
measure (i.e., 2�

(3 � � ) � < 1
� 1;A

), the probability of infectionpi;t

(i = 1 ::: N ) decays exponentially over time. This means the
infected population decreases exponentially over time. Wecom-
pute the time to extinctionTe as follows.

Lemma 2. If the cell-phone worm spread dies out in the network,

the time it takes to reach the extinction satis�esTe � log� 1;S

N e
N 0

,

where� 1;S = 1 � ( 3� �
2 )� + �� 1;A , andN0; Ne denote the initial

and �nal infected population, respectively.

This lemma is proved in Appendix B. It shows that a higher
patching rate� and a lower set of infection parameters (�; � ) ac-
celerate the worm containment process in the network.

Based on the above conclusions, we analyze the effectiveness
our user-level defense, in which GTT helps block worm messages
originating from victims and IBS enables a receiver to discard il-
legal messages. Essentially, the former aims at reducing� , while
the latter tries to reduce� . Speci�cally, let � g denote the fraction
of GTT- and IBS-enabled phones, we can easily derive that

� = � 0(1 � � g) + � 0� g � r f < � 0; (4)

where� 0 is the worm delivery rate without protection, andr f �
1 is the failure rate of a GTT test. Also, we may derive

� = � 0(1 � � g) + � 0� g � (1 � � g) < � 0; (5)

where� 0 is the worm acceptance rate without protection. From
Equation 1 and 2, we know that these schemes increase� i;t (the
probability i does not receive worm messages), and reducespi;t

(the probabilityi gets infected), respectively. Also, we can see
from Lemma 1 and Lemma 2 that the schemes help reduce the
left-hand side of the threshold and the extinction timeTe, such
that worm attacks could be effectively contained within thesys-
tem. However, the user-level defense itself ispassive because
their goal is to alleviate worm infections from the network,in-
stead of actively disinfecting victim nodes. The epidemic thresh-
old 2�

(3 � � ) � < � = 1
� 1;A

can never be satis�ed without a good
patching rate� . This means the worm probably will spread to the
entire network if we only rely on the user-level defense.

Next, we analyze the network-level defense, in which the
detection-based patching scheme is adopted to identify anddis-
infect the worm origins. Clearly, our purpose is to increasethe
patching rate on infected nodes. We may infer from the epidemic
threshold and the extinction time that a higher� contributes to a
more effective containment, under which the worm spread dies
out faster from the system. LetRmms denote the fraction of
MMS-based worms,Cdet denote the MMSCs' capability of de-
tecting an infected user, and� p denote a user's acceptance prob-
ability towards a security patch, we derive the patching rate

� = Rmms � 0 + Rmms � Cdet � � p = Rmms � Cdet � � p: (6)

Note that the network-level defense only combats those MMS-
based worms. This equation shows that the disinfection rateis
mainly in�uenced by the network's worm-detection capability
and users' willingness to install the vendor patches. We have
introduced two approaches to improve the former factor either
by verifying the message signatures or by detecting the abnor-
mal messaging rate. We have also mentioned users' incentiveto
accept vendor patches. For a hybrid mode of protection which
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Figure 5: CPU usage keeps high (35%) in a Nokia
3230 compromised by CommWarrior
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(a) GTT has a low CPU occupancy (6%)
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Figure 6:Performance data in a GTT-enabled Nokia 3230 phone

combines the user-level and the network-level defenses, wemay
achieve the lowest set of infection ratesMIN (�; � ) on links and
at the same time the highest patching rateMAX (� ) on infected
phones, thus obtaining the most effective containment in the net-
work graph. This strategy can be derived from Lemma 1 and 2.
Of course, it may require more system and user resources.

7 Smart-phone Experiments
We implemented our user-level defense on real cell-phone de-
vices to evaluate its feasibility and effectiveness.
Smart-phone Environment We chose to conduct our experi-
ments on Symbian-OS–based phones because of its popularityin
the smart-phone market. We adopted the Metrowerks CodeWar-
rior V3.1.1 for Symbian OS v7.0 as the integrated development
environment (IDE). To test the compatibility with major smart-
phone manufacturers, we implemented the schemes using two
different Symbian C++ SDKs, namely the Nokia Series 60 2rd
Edition (S60) and the Sony-Ericsson UIQ 2.1 (UIQ).

In our experiments, we chose S60 phones (Nokia 3230 and
E62), UIQ phones (Sony-Ericsson P900) as the target devices.
Typically, each smart-phone we used has a 32-bit RISC CPU
based on ARM-9 series (123-220MHZ) and an expandable mem-
ory of 10-32 MB. All the devices support both Blue-tooth and
MMS (GPRS-based) communications. Using the CodeWarrior
compiler, object codes are �rst built into the executable and tested
in a PC-based WINSCW emulator. Eventually, successful pro-
grams are built for the ARM targets and deployed to the devices.

Figure 7:Attack �ow of CommWarrior in S60/UIQ phones, Symbian OS V9.1

Implementing a Cell-phone Worm We implemented a
CommWarrior [29] worm in a smart-phone environment. More
speci�cally, we created a worm process on an infected smart-
phone. This process randomly retrieves recipients from thead-
dress book and delivers malicious MMS messages to these users.
Fig.7 illustrates the �ow of the worm process in our experiment.
Note that it deviates from a normal messaging �ow, in which
a legal user calls a series of Symbian APIs to send a message.
Speci�cally, she acquires a client MTM, which enables her toac-

cess and manipulate message entities. She then composes a new
message and sets the parameters (e.g., the message priority, the
recipient). Next, she adds the attachments and sets the content-
ids (a message root indicates which attachment is the SMIL3).
Finally, she saves the message and moves it to the Outbox. In
our experiment, however, the worm in a victim phone randomly
retrieves recipients from the address book and attaches malicious
SIS �les (MIME type ”application/vnd.symbian.install”) to the
outgoing messages. This automated worm process is triggered
every 20� 30 seconds in background. Fig.5 demonstrates that a
worm causes high CPU occupancy (35%) in the phone by contin-
uously transmitting malicious messages to the radio interface.
Implementing GTT and IBS Our next experiment is to evalu-
ate the effectiveness of the user-level defense, namely theGTT
and IBS schemes deployed in a real phone device. To implement
GTT in a smart-phone, we chose EZ-Gimpy [4], a CATPCHA
currently used by Yahoo!, in which the user is presented withan
image of a single word. This image has been distorted, and a
cluttered, textured background has been added. The distortion
and clutter is suf�cient to confuse current OCR (optical character
recognition) software. To embed the GTT into a messaging �ow
and give each sender a test, we showed through experiment that
iMtm ! SendMessageL() is the appropriate API to include
the EZ-Gimpy. Both S60 phones and UIQ phones support this
messaging API, and it is extremely easy for the manufacturers to
deploy or upgrade the test through a function library (SDKs)up-
date. In our GTT implementation, a sender is given three chances
to pass the challenge. Any process that fails the test will bede-
nied delivering the message. Fig.6 shows the resource usages
when GTT is triggered by a normal messaging process in a Nokia
3230 phone. Compared with other operations such as composing
a message or sending a message via the radio interface, GTT has
a lower cost on resources (e.g., CPU, memory, battery power).
A successful GTT typically takes a few seconds of interactions
between the user and the phone.

To achieve IBS in real smart-phone environments, we mod-
i�ed the MIRACL cryptographic library from Shamus Software
[2] and ported it to Symbian OS v9.1. This library includes Boneh
and Franklin's bilinear-paring–based IBE scheme [15]. In our
protected MMS messaging process, every message that passes
GTT is signed with the sender's private key before its delivery and
is veri�ed by the receiver using the sender's ID. During the exper-
iment, we examined and compared the time performance of IBS
on different smart-phone platforms (3 typical Symbian phones).
We set the user ID (MSISDN) to 13 digits and varied the key size

3Synchronized Multimedia Integration Language [8]. Peoplemay use it to instruct how

an MMS should be presented in a smart-phone.
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Figure 9:Cell-phone worm propagation and its in�uence to cellular networks

from 128 to 1024 bits during the test. A longer key provides a
higher level of security to the scheme. Our test takes 20 runsand
we report the mean of measurement data. Fig.2 shows the time
performance (signing/veri�cation) of IBS and RSA on different
phone devices. The result clearly demonstrates a trade-offbe-
tween security and time. Considering the security level (The IBS
based on bilinear maps on non-supersingular curves [16] adopts
a short key size of 171 bits to achieve 1024-bit security in RSA)
and the time response (a processing delay less than 300 ms is
acceptable), we conclude the 128-bit key size is a good choice
for the current hardware con�guration of Symbian phones, which
typically have a 235 MHZ CPU or below.

Table 2:Time performance of IBS, RSA on smart phones (ms)

Device CPU Scheme 128 bit 512 bit 1024 bit

Nokia 3230 123 MHz IBS 91 313 1,203

Nokia E62 235 MHz IBS 52 187 636

S-E P900 156 MHz IBS 85 288 1,009

Nokia 3230 123 MHz RSA – 61 114

8 Systematic Defense Evaluations
Environmental Setting To study worm propagation and our pro-
posed countermeasures in cellular networks, we designed a net-
work simulator (illustrated in Fig.10). Two MMSCs are deployed
as the network infrastructure to provide MMS messaging services
among 20,000 smart-phones users, and each home MMSC man-
ages around 10,000 registered users. We also included in the
network simulator a security vendor (e.g., F-Secure), which is
securely connected to both MMSCs. In real applications, each
smart-phone user sets up an address book to keep a certain num-
ber of contacts. Thus, we may construct a logical MMS net-
work for the users based on their contacts. This logical network
typically resembles an email network which isheavy-tailed dis-
tributed [34, 39]. In our tests, we used the Barabasi Graph Gen-
erator [14] to generate power-law graphs of different degree dis-
tributions to simulate various logical MMS networks4. In every
hour, an MMS user randomly delivers a message to a member
(possibly belongs to another MMSC) in the contact list. This
contributes to the normal messaging traf�c in the network.

To simulate Blue-tooth communications, we assume each
node has a radio range of10 � 20 meters. We also assume
node movement is guided by the random way-point model [18],
in which each node chooses a random destination, travels there
and pauses for a constant time, and then picks another random
destination. We adopted the CMU's SETDEST tool in NS-2.29

4Although for test purpose we used power-law graph for the logical MMS networks, our

result is independent of the power-law assumption in the network graph.
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Figure 10:Con�guration of the network simulator (similar as in Fig.4); Two

MMSCs may belong to different service providers.

to generate scenario �les. The average node speed is0:1 � 1:0
m/s, and the pause time is60 � 240seconds. Our tests took place
in a square area with 25,000 meter sides. Each test takes 30 runs
and we report the mean of measurement data.
Worm Propagation Fig.8 shows the degree distributions of three
logical MMS networks in our tests. These networks follow power
law and each has a different average node degrees (network III
has the highest average degree while network I has the lowest).
Fig.9 illustrates the cell-phone worm propagation and its nega-
tive impact on the cellular networks. Here we assume no coun-
termeasures have been taken to thwart the worm spread. Fig.9(a)
indicates that when every user tends to accept the attractive worm
message with a probability� 0 = 70%, the worm spreading with a
delivery speed� 0 � 0:033(2 msg/min) will eventually infect all
70% of the total smart-phone population. Our result also demon-
strates that the worm spreads faster in a network with a higher
node degrees.

Fig.9(b) illustrates the slight impact from Blue-tooth connec-
tions on the worm spread. This result is consistent with the
propagation model in Section 6.1. Our test also indicates that
a wider communication ranger and a higher moving speedv
may to some extent aggravate the worm spread. Besides, the
average node density� is another important factor. We chose
� = 2� 104

25� 25 = 32 smartphones=km2 for our tests. Fig.9(b)
demonstrates the negative worm impact on the normal messaging
traf�c. Speci�cally, during the worm spread, more and more ma-
licious messages are generated and quickly they overwhelm the
normal traf�c. These messages travel through the network infras-
tructure, causing a signi�cant waste of resources.
Effectiveness of GTT-IBSFig.11 shows the effectiveness of our
user-level defense, namely the GTT-IBS scheme. In practice,
this defense will be incrementally deployed to smart phones.
We studied the cases when different percentages of phone users
have enabled this countermeasure. Fig.11 demonstrates that when
60% � 90%of the cell phones have launched the GTT-IBS pro-
tection, the worm propagation in the system can be signi�cantly
slowed down (compared with Fig.9(a)). Clearly, when more and
more users deploy this defense in their terminal devices, the cel-
lular network will be better protected against the worm attacks.
This result is consistent with our analysis in Section 6, where
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Figure 11:Worm spread is signi�cantly slowed
down under the user-level defense (GTT + IBS)
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(b) Detection threshold� th = 8 msg/hour

Figure 12:Worm spread under a hybrid mode of defense
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(b) Detection threshold� th = 8 msg/hour

Figure 13:Fraction of patched phones under a hybrid mode of defense

0 10 20 30 40 50 60
40

50

60

70

80

90

100

Time (1 unit = 30 mins)

F
ra

ct
io

n 
of

 le
ga

l M
M

S
 m

sg
s 

in
 M

M
S

C
1 

(%
)

90% GTT+IBS
80% GTT+IBS
70% GTT+IBS
60% GTT+IBS

N = 20, 005 nodes, network I, threshold = 20/hour
Blue-tooth: l

b
 = 1%, v = 0.3 m/s, r = 10m 

(a) Detection threshold� th = 20 msg/hour

0 10 20 30 40 50 60
0

10

20

30

40

50

60

70

80

90

100

Time (1 unit = 30 mins)

F
ra

ct
io

n 
of

 le
ga

l M
M

S
 m

sg
s 

in
 M

M
S

C
1 

(%
)

50% GTT+IBS
40% GTT+IBS
30% GTT+IBS
20% GTT+IBS

N = 20, 005 nodes, network I, threshold = 8/hour 
Blue-tooth: l

b
 = 1%, v = 0.3 m/s, r = 10m 

(b) Detection threshold� th = 8 msg/hour

Figure 14:Fraction of normal messaging traf�c under a hybrid mode of defense

we showed that the user-level defense aims at reducing the worm
propagation parameter� and� . In our tests we assumed the fail-
ure rate of GTTr f � 5%.

Hybrid mode of DefenseWe studied a hybrid mode of defense in
the network. Considering real deployments, we set different frac-
tions of nodes in the system as GTT-IBS-enabled and evaluated
the network-level defense. In our test, we adjusted the detection
threshold� th (de�ned in Section 5.1) to investigate its impacts on
the worm spread, the patched population and the normal messag-
ing traf�c. Fig.12(a) shows that the patching scheme helps signif-
icantly slow down the worm propagation. Initially, when there are
not so many victims identi�ed, the worm spread reaches a certain
level (much lower than that in Fig.11(a)). However, along with
the detection and patching process, the infected population in the
network starts to decrease. Comparing Fig.12(a) with Fig.12(b),
we can see that usually a more reasonable detection threshold
� th contributes to a more effective defense in the system. On the
other hand, this requires less smart-phones to deploy the GTT-
IBS scheme. We note that unreasonably low threshold may cause
false positives to the worm detection. Our test also suggests that
in the initial stage, delivering security patches to more nodes than
the current victims is potentially helpful in quickly containing the
worm spread. In our test, phone users decide whether to accept
the security patch based on their needs (acceptance rate 85%).

Fig.13 illustrates the fraction of cell phones that have received
security patches from the vendor during the defense process. The
�gures show that a lower detection threshold incurs more patch
deliveries. Fig.14 demonstrates that the network-level defense ef-
fectively suppresses the worm traf�c in the system. Speci�cally,
when the detection threshold� th = 8 msg/hour, only40 � 50%
users are required to launch the GTT-IBS protection in theircell
phone, in order to largely eliminate the worm traf�c from thesys-
tem. In our test, the normal messaging rate for a cell phone is
around 1 MMS message/hour, hence the normal traf�c could be
easily overwhelmed by the worm traf�c. The �gures also sug-

gests that a reasonable detection threshold ensures a high per-
centage of normal messaging traf�c in MMSCs.

9 Related Work
Cole et al. [23] analyzed computer worm propagation and the
impact of mitigation in mobile ad-hoc networks. Mickens et al.
[30] introduced a new probabilistic queuing model to investigate
malicious worms (e.g., Cabir) which spread through Blue-tooth
links among cell phones. Their model treats node mobility asa
�rst-order concern. Abhijit et al. [17] designed an agent-based
model for the worm spread. Their work reveals various phone
vulnerabilities and the possible severity of hybrid threats.

Shackman [36] discussed platform security for Symbian OS.
Hurman [27] demonstrated the techniques of exploiting Win-
dow CE vulnerabilities. F-Secure [7] and Symantec [3] provided
worm-signature–based solutions to detect and eliminate various
worms from the smart phones. Mulliner et al. [33] demonstrated
a proof-of-conceptexploit that crosses service boundaries in Win-
dows CE phones. They used the labeling technique to protect the
phone interface against malicious attacks that come through the
phone's PDA interface. They also revealed several buffer over-
�ow vulnerabilities (e.g., SMIL in the MMS message) in Win-
dows CE phones and proposed solutions such as boundary checks
and MMSC sanitization [32]. Guo et al. [26] suggested some
security solutions such as smart-phone hardening, telecom-side
and Internet-side defenses. Radmilo et al. [35] demonstrated an
unique attack from the Internet that utilizes MMS vulnerabilities
to exhaust cell phones' batteries. They identi�ed two vulnerable
components in the network and proposed mitigation strategies.

10 Conclusions
Based on recent outbreaks of cell-phone worms, we predict that it
will be the most dominating and destructive threats to cellular net-
works as more people switch to smart-phones. Current defenses
rely too much on individual recoveries and are inadequate. In
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this work, we keep one-step ahead and design several applicable
countermeasures to better protect the cell-phone networks. We
have proposed a systematic solution which is featured by con-
sidering both user-level and network-level defenses. Moreim-
portantly, we showed through real smart-phone experimentsand
extensive network simulations that our solution is lightweight,
effective and easy to deploy. In spite of some current limita-
tions such as the diversity of smart-phone OSes, interworking
between different service providers, potential cell-phone worms
which may exploit system vulnerabilities (no such case has been
reported yet). our approach provides some interesting and practi-
cal solutions for worm containment in real mobile environments.
We will address these issues in our future work.
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A Epidemic Threshold
Proof. We have the healthy probability of nodei (i = 1 :::N )
from Equ.3
1� pi;t = (1 � pi;t � 1)� i;t + �p i;t � 1� i;t +(1 �

�
2

)�p i;t � 1(1� � i;t ):
We rearrange the above items and get

1 � pi;t � (1 �
�
2

)�p i;t � 1 + (1 � pi;t � 1 +
1
2

�p i;t � 1) � � i;t ;

where� i;t =
Q

j 2 Nr i;t
(1 � � � pj;t � 1). Following the approxi-

mation(1 � a)(1 � b) � 1 � a � b (whena � b << 1), we derive
the healthy probability

1 � pi;t � 1 + (
3 � �

2
� � 1)pi;t � 1 � �

X

j

pj;t � 1:

Thus, we havepi;t � (1 � �
0
)pi;t � 1 + �

P
j pj;t � 1,where�

0
=

3� �
2 � . Converting this equation to the matrix form

P t � ((1 � �
0
)I + � A )P t � 1 = SP t � 1 = St P0 ; (7)

whereS = ( 1 � �
0
)I + � A , andA is the adjacency matrix of the

network graphG(V; E). Decomposing the matrix, we get

P t �
X

i

� t
i ;S v i ;S tr (v i ;S) P0 ; (8)

where� i;S is thei 'th eigen value ofS, v i ;S is thei 'th eigen vec-
tior of S, andtr (v i ;S) is the transpose ofv i ;S . According to [38],
we have � i;S = 1 � �

0
+ �� i;A ; 8i (9)

For cell-phone worms to die off in the network and not become an
epidemic, the vectorP t should approach zero fort, which is large
enough. This happens when8i; � t

i;S goes to 0, and we should
have the largest eigen value� 1;S < 1, i.e.,1� 3� �

2 � + �� 1;A < 1.
Hence, we get 2�

(3 � � ) � < � = 1
� 1;A

B Time Takes to Reach Worm Extinction
Proof. Suppose int = 0 , we haveN0 infected smart-phones in
the system. We want to derive the timeTe, at when the infected
population decreases toNe, due to our network-level countermea-
sure (the detection-based patching scheme). According to Equ.8,
P t �

P
i � t

i ;S v i ;S tr (v i ;S) P0 = � t
1;S � C, whereC is a con-

stant vector. Therefore, we derive the infected populationas

nt =
NX

i =1

pi;t = � t
1;S �

X

i

Ci ; (10)

whereCi is thei 'th element in vectorC. This means the number
of infected nodes decays exponentially over time. We haveNe =
� Te

1;S � N0, i.e., Te = log � 1;S

N e
N 0

, where� 1;S = 1 � 3� �
2 � +

�� 1;A .
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