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Abstract

Cell phones are increasingly becoming the attractive tafjaa- through popular services such as MMS (Muliimedia Messaging
licious worm attacks. The worm attacks not only cause ex®§rvice), Blue-tooth communication, or both. Traditionell-
charges to users and drain their battery power, but alsq limin Phone worms (such as Skull [21], Cabir [25] and Mabir [22])
malicious traf ¢ to the network infrastructure. Existingaurity take control of a phone's Blue-tooth interface and contirslp
solutions, such as relying on users' self recoveries, aveps- SCan for other Blu.e-tooth—enabled deylces that entert@erpng

sive towards countering such threats. In this work, we sthdy "ange, and nally infect any such devices. Due to the limitad
propagation behavior of cell-phone worms that exploit BaMS dio coverage and the localized ere_less connections, waop-p

and Blue-tooth interfaces for spreading, and propose dewel- agation through BIl_Je-tooth alone is usually too slow to adre
defense framework for rapid and effective worm containnantthroughout the entire network. Some latest cell-phone vgorm
both the terminal devices and the network infrastructupecs- also utilize the network infrastructure to achieve fastat more
cally, in the user level, we design several defense mecianisglobal propagation. For example, CommWarrior [29], whiohc
utilizing techniques such as Graphic Turing test and idyentit'ﬂues to Wreak_havoc among Symbian phone users in many coun-
based signature, to block unauthorized messages fromtéafed'i€S, scans an infected phone’s contact list and randoemigtsit-
phones. In the network level, we propose a detection-basedSglf in an MMS message. Because most users would glreatﬂytrus
tomatic patching scheme to identify and cleanse infectesps the originator, they usually accept the attachments in tes-m

as well as protect normal messaging traf c. We show through $ages and unwittingly get their phones infected. This pei®
tensive experiments on real smart-phone devices and sionga ePeated and more cell phones could be quickly infected.

on various network con gurations that cellular networkkitey Cell-phone worms are destructive both to the users and to the
advantage of our countermeasures can retain a low infedien network infrastructure. A user of an infected phone will re u
(less than 3% within 30 hours) even under severe worm attaaansciously charged for numerous messages sent by the worm,
To our best knowledge, our solution is the rst applicableto- and the battery of the cell phone will be drained very quickly
vide systematic protection against cell-phone worms amdbea Moreover, the reported damage caused by cell-phone worms so
easily and incrementally deployed in existing smart-phdee far extends from the loss of data and privacy to damaging the

vices and cellular communication systems. device hardware. For example, the rst trojan spy for Symbia
] phones named Flexispy [6] records information of the vitgim
1 Introduction phone calls and messages, then sends them to a remote server.

Mobil icati ting both voi d dat i addition, automated cell-phone worms generates huge hioaut
obile communications supporting both voiCe and data Ses/l i o 4 ¢ ¢ 19 cause misuse or denial-of-service to thewaek

b?aﬁsiml'?oub(l,q:Lt(;_?ssoa;gl(eesssigﬁla|lallr‘1npeeISVFC))II‘ekSS g?]?jyr::?bsil-le-lmlp- infrastructure. Therefore, both cell-phone designersratdork
ularity howev u service providers must employ appropriate countermeadore

such as cell phones and PDAs attractive targets to variolis m .
) . . ) . t well prepared for the surging worm threats from cell pgon
cious attacks. The introduction of new functionalitiescfsas (?e prep ging

email, le download, Blue-tooth communication, etc.) art Current work on modeling the cell-phone worms fails to con-
adoption of common operating systems (such as Symbian [36§e" ll possible infection vectors, especially the MM&/&e,
and Windows CE [9]) in mobile devices make them even mdfough which the surging worms may exploit to acceleraggr th
vulnerable to attacks. This situation gets even worse aslenoBropagationin the network. Moreover, existing securityigons
devices evolve very quickly. Today's cell phone, espegitile against the cell-phone worms are not adequate. Simplyigtyn
thriving smart-phones are typically as powerful as a-fexaryold Users' individual recovery (e.g., purchasing and insiglisecu-
PCs. This indicates the trend that cell phones will soon biaga Mty patches from vendors) s too passive towards courgehiese
with the similar worms that are terrorizing today's PCs. it System-wide attacks. To our knowledge, there are no sysiema
ing to F-Secure [7], currently there are more than 200 mobfiBProaches that combat the worm spread from the perspeofive
worms (or viruses) in circulation. Examples of the most nietoPoth the mobile devices and the network infrastructure.
ous threats to cell phones include the Skull [21], Cabir [&5 Our focus of this paper is to study and design new mecha-
Mabir [22] worms targeting at the Symbian operating systenmisms to defend against cell-phone worms in cellular netaior
The research organization IDC estimates that by 2008 thkghakVe rst investigate the epidemic behavior of the worms, espe
for mobile security software will grow yearly by 70%. cially those relying on the vectors of MMS and Blue-tooth to
In our work, we refer to these worms asll-phone worms spread throughout the existing mobile networking envirents.
Cell-phone worms are malicious codes that exploit the wuIn&Ve then discuss several challenges in combating the woeatihr
abilities in cell-phone software and propagate in the ndtwand further propose a systematic approach, which congiatses



ries of countermeasures from both the user level and theomketwT he former method hides the network latencies from the user b
level. Our user-level defense adopt§&eaphic Turing testand is less secure because of its instant retrieval. Our worlased
anidentity-based signaturecheme to block unauthorized wornon the latter mode due to its popularity in cellular networks
messages; our network-level defense adoptiet@ction-based Blue-tooth Communications Unlike the MMS which utilizes
automatic patchingcheme, which leverages the network infraghe network infrastructure to deliver messages among users
tructure to disinfect victim phones and protect normaltrdfVe  Blue-tooth technique helps cell phones set up localizedlesis
evaluate the effectiveness of the proposed schemes thestrgir connections for message dissemination. Speci cally, tvieeB
sive theoretical analysis and real experiments. The iesldarly tooth—enabled cell phones that are in close proximity wibhe
demonstrate that our defenses signi cantly thwart the-pketine other can set up a secure communication channel throughgair
worm attacks within mobile communication systems. (a symmetric key authentication process). Through thisirgec
The rest of the paper is organized as follows. Section 2 dé&annel, cell phones may exchange data (e.qg., video clipd; a
scribes a network model and an attack model for the worms. Seations) with a throughput of 700K2.1M bps. Typically, Blue-
tion 3 provides an overview of our proposed defenses. In@ecttooth uses 2.4 GHz radio waves and has a coverage of 10 meters
4 and 5 we present the user-level defense and the netwoek-1é€lass 1) or 100 meters (Class I).
defense, respectively. We evaluate our schemes throughg@xe¢ Identity-based signatureln 1984, Shamir [37] proposed an extra
analysis in Section 6 and experiments in Section 7 and 8. ¢n Sgvist on a public key cryptosystem: in stead of generatingra r
tion 9, we introduce related work and in Section 10 we coreludlom pair of public/secret keys and publishing one of thegs ke
L. . a use may choose her identity information as her public kbis T
2 Preliminaries enables any pair of users to verify each other's signatutieont

To study the behavior of cell-phone worms and their spread&fchanging public keys, hence reducing the message oweimea
cellular networks, we rst generalize a network model whitip- & communication system. Since Boneh et al. [15] provided the

ports both MMS and Blue-tooth communications. We then de ngt Practical IBE system based dsilinear paringin 2001, sev-
security states for cell phones under the worm threats anatin€'@! IBS variations [16, 19] have been proposed. Typicaiy,
duce an attack model. IBS scheme consists of four algorithms:

2.1 Background Knowledge Setup(k): This algorithm is executed byRrivate Key Gen-
i erator (PKG), which takes a random parameteand gener-

ates a master ke, and a set of public parametgrarams
(typically include the PKG's public key, some known func-
tions and groups of numbers).

MMS Communications Multimedia Message Service (MMS)
[12] evolves from Short Message Service (SMS), a text-ordgm
saging technology in mobile networks. With MMS, a cell phone
can send and receive multimedia messages containing geaphi
video clips, application software, etc.. MMS is designedask Keygen(ID i; K ;params): Based on a users identity
in mobile packet data networks such as GPRS and UMTS sys- IDi, the PKG useX, andparams to compute for user
tems. Fig.1 shows an abstract view of the MMS network. A i astringQip,; and the corresponding private ke, ; .

MMS Center (MMSC) typically contains an MMS proxy-relay  Sign(M; params;dp ;): This algorithm is run by userto
and an MMS server. The former is responsible for message rout sign a messag®l , the user takeparams and the private
ing between MMSCs and the latter provides message storage an keyd,p, to compute a signaturefor M .

retrieval. A typical MMS data ow starts when a subscribeesis ity (v ;1D ;;params): A userj runs this algorithm to
a smart-phone to compose, address and send an MMS MeSSageerify a messagh! and a signature sent from user. j rst

to another subscriber. The initial submission by an MMSntlie derivesQp , from 1D ; andparams, it then performs a test
to thehome MMSGs accomplished using HTTP with specialized  \,grigy (i\/l; :Q 1p ;params). | accepts the signature
commands and encodings. Upon receiving an MMS message, the it tha result isT RUE clemd rejects otherwise.

recipient MMSnoti es the receiver using either a SMS noti ca-

tion, HTTP Push or WAP Push. 2.2 Network Model and Node States

Legacy Wireless We propose a network model that supports both MMS and Blue-

Messaging systems

tooth communications. These two popular services conktheo
major infection vehicles of cell-phone worms. Similar te tAC
email system, each MMS-enabled phone usually keeps a tontac
list in its address book. Each record in the contact list @ioist
the MMS address (a phone number or an e-mail address) of a
g valid user. Thus, an MMS network can be modeled as a directed
ot graphG(V; E), in which each noda 2 V represents an active
Figure 1:An abstract view of the MMS network. Typically, the networitras-  Cell phone (A cell phone is active after it is attached to the n
tructure between the cell phone and MMSC includes BTS-B&SI$-GGSN work) and each edgey, 2 E from nodea to b represents that
and WAP GW; MM1, MM4 denote two reference points. hasbin its contact list. We also de ne theut-degreeof a node

Two delivery modes are available in a recipient MMS@: in the directed graplt as the size of its contact list. On the
mediateor deferred In the immediate mode, when the receiveather hand, Blue-tooth communications cause some van@atm
gets the noti cation, it immediately retrieves the messagetent this network graplG. For a Blue-tooth—enabled cell phonthat
from the MMSC; in the deferred mode, the receiver is alertatl amoves randomly, it always scans within its short range ameBI
allowed to choose whether and when to retrieve the new mess&apth—enabled neighbors. Once a neigljbbas been explored,
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may have a chance to connecf ttsometimes a user- intervenedapabilities, we consider them irrelevant to the worms wel\st
pairing is needed) and exchange data with it. The connegétm in this paper. Compared with network elements in the infrast
lost as they move out of range. During this process, riogle- ture, cell phones are usually less powerful and less sedlVee.
sentially varies its out-degree in the network graph. Swedrele assume that communications between cell phones and the net-
variations are usually determined by factors such as nogedspwork elements are secured, for example, 2G networks provide
node density, communication range, etc. mechanisms for user authentication, data ciphering andniey

An active cell phone in the network typically has two stategjement; 3G networks further protect the integrity of colrgig-
with respect to the worm attacksusceptibleandinfected A naling [11]. In this paper, unless otherwise speci ed, tat
susceptible node is usually not well protected against irens. network sideefers to the MMSCs which process and route MMS
It becomes infected when exposed to an attack. For examplessages. For ease of presentation, we ignore the intestadlsd
the user activates a CommWarrior worm message in her phanugeh as how an MMS sever contacts an MMS Proxy-relay and
An infected node returns back to susceptible when a protectéxternal details such as how an MMSC communicates with its
mechanism against the worm has been in place, e.g., the pHdome Location Registers (HLR). Still, we notice that cuthen
user installs a security patch against CommWarrior fronralee  some communication channels exist between the MMSCs and the
such as F-Secure and Symantec. security vendors such as F-Secure, so thatan MMSC may reques

2.3 Attack Model and Security Assumptions a wireless live-update of the security patches for its users

We rst give an attack model for the cell-phone worms. A|3 SyStem DeSign Overview

MMS-based worm has the following strategy. It starts by choqoyr goal is to devise effective techniques to combat woracas
ing some initial victim nodes (also namethilist) from the net- in cellular networks. Our countermeasures should be systtem
work. Each infected phone scans its contact list and rangoflstead of relying on the skills of the individual users. @l¢hey
delivers worm messages to some members in the list. Mosépraihouid consider all the major worm infection vectors inahgd
bly a susceptible receiver would trust an incoming MMS mgssayi\Ms and Blue-tooth communications. However, we realizé tha
(either because of its attractive title or its familiar dnig she ac- geyeral factors conspire to make it dif cult to combatine tell-
cepts the message (hence the attached worm le) and unghittinphone worms. First, the surging population of smart-phaoes
gets the phone infected. This infection process repealiSir@ tribytes to a higher average node degree in the graph, iregirit
more infections in the network. A Blue-tooth—based worm-typ faster worm spread. Second, MMS-based worms acquire new
ically takgs control of a victim cell phone's Blue-tooth énface targets directly from a victim's address book, reducing sage
and continuously scans for other Blue-tooth-enabled d&@hes interactions in discovering the targets. Third, userslgascept
which enter its scanning range. Once the worm has found SU(FHc%ming messages without any means of authentication.

new target, it tries to inter-connect the two phones andste#8 e consider the following principles in our work. Gener-
_the worm message to the victim target. The receiver's phete %lly, we want to employ effective countermeasures to preven
infected and becomes a new source of attacks. cell phones from sending (or receiving) unauthorized ngpssa

We note that in current stage, using the Symbian platformgs(or from) other phones. From the user's perspective, an in
an example, all the cell-phone worms utilize SIS less the fected phone automatically generates malicious MMS or Blue
infection media. _Once a user receives and activates a Mc'tc_)oth messages, and stealthily (in background) delivemtto
SIS le attached in the message, her cell phone becomes a Wigrers. These unauthorized messages could either cause hig
tim and an automated messaging process is triggered tdi®tartharges or breach the user's privacy. A sender has strong mo-
worm propagation. All the existing Symbian worms are liiteyation not to let her phone become the source of worm astack
in the application layerbecause they launch the attacks by iy other people in her contact list, although she is also tivic
voking Symbian's messaging APIs. The reasons are as fallowgecipient does not want to receive unauthorized messalgerei
First, existing platform security in Symbian phones presid pecause of the potential threats or the charges for regpivies-
good kernel-level protection against the malicious atackor sages (e.g., Verizon and Cingular). On the other hand, frem t
example, the latest Symbian OS v9 employs a capabilityebag@twork's perspective, the best protection strategy isdokoma-
model [1] to seek a ne-grained (per-process—based) wag0 ficious messages in the earliest stage, so that the wornmuiill
strict or prevent unauthorized access to some system KEEDUhLaye a chance to enter the rest part of the infrastructuréhisn
Second, unlike in PC platforms, where people may easilyggagyay, system-wide worm spread can be effectively contained.
and recompile a Linux kernel, cell-phone operating systench Based on the above design principles, we propose a two-level
as Symbian are only open to the manufacturers. At curregestgefense framework for the cellular systems. In the usestde-
user programs in Symbian phones cannot directly make sys{gRke, a sender prevents her cell phone from sending outhoau
calls; instead, they have to call some APIs to access themysfized messages, and a recipient rejects any unauthorizethin
resources in the phone devices. Existing cell-phone woakss ting message that fails her authentication. Our solutioa &pply
advantage of this factor and launch the attacks by acce#isingy Graphic Turing test and an identity-based signature ser&m
APIs from legally installed user programs (€.g., SIS a@ians). the terminal devices. In the network-level defense, thevoek

In our work, we assume most smart-phones in a cellular ngfamines users' MMS traf ¢ and blocks the unauthorized mes-
work support MMS and Blue-tooth and existing worms only agzges to protect both the messaging infrastructure andtfig: r
tack phones with these capabilities. For cell phones witlt®se jonts. Moreover, once the network has detected any ancsnalie

1sis is the installation le format used by Symbian to distrtié applications; a SIS le in the m_essag_e dellveryf it Immedlately_ t_akes c_om_mtermeas_u
requires user's action to install. to help immunize or disinfect the suspicious origin(s). hi




our network-level defense is only applicable to the MMSdghsto form a word and renders a distorted image of the sequence.
worms, our user-level defense is equally effective in cainiga GIMPY relies on the fact that humans can read the words within

Blue-tooth and MMS-based worms. the distorted image and current automated tools cannothtihe
man authenticates himself/herself by entering an ASCH itex
4 User-level Defense Schemes the same sequence of letters as what appears in the image, as

d shown in Fig.2(a). We note that GTT is popularly used in many

Our user-level defense consists sénder-sideprotection an X ) X
freas, e.g., email account registration, DoS attack defi@&is.

two-side protection, with the latter built upon the former.

the sender-side protection, a Graphic-Turing-test—bagprbach (s )
prevents cell phones from delivering unauthorized messalye

the two-side protection, a cryptographic signature schieetes C — O
both sides to sign and verify the authorized messages. We ma n@;:l@ s | /l

To: mobicom_pcchair@acm...

apply the similar techniques to combat Blue-tooth and MMS-
based worms. Here we focus our discussion on the latter. f FF:’S"\X.
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4.1 Sender-side Protection Floase ypo ho tect you

In a compromised cell phone, worm messages are automgticall

and frequently generated and delivered to other victimetisrg

In our sender-side protection, we aim at preventing thesenwo
messages from leaving a compromised cell phone. Clearly, we
rst need to answer the questiortow to differentiate between
unauthorized (worm-composed) and authorized (user teitia
messages?he frustrating experience we have learned in com- (&) GIMPY testin cell phone (b) Sender-side protection

bating email spam has already indicated that content-blised The next issue is where to implement the GIMPY test. We
ing does not work well. Another approach is to let the cellphostill use Symbian platform as an example. Considering the fa
starts a pop-up window each time when there is a messagind®es in Section 2.3, we choose to embed the GIMPY test within
guest. A user needs to press the SEND key to con rm when streappropriate messaging API that must be called each tirea wh
really wants to deliver a message. However, such simpledaypa user initiates an MMS delivery. For example, manufactlikes
touching behavior could be easily simulated by an attaakenf Nokia and Sony-Ericsson may integrate the test into a brar
the application layer. Our convenient while effective $io is function namedMtm ! SendMessagel(), which belongs

to use Graphic Turing test (GTT) to nd out a worm attack in thi® the Symbian messaging framework (Nokia S60 SDKs and
phone and take a further countermeasure against it. Sony-Ericsson UIQ 3 SDKs). This function is typically trigigd
Scheme DetailsTo tell these unauthorized messages from us&hen a user initializes a communication entitlientMtm and
initiated normal messaging trafc, we propose to executecamposes a new MMS message. Inside this function, the en-
Graphic Turing test before each MMS message delivery, o ttity sets the message content (e.g., the recipient addressy-

we may effectively verify the presence of a worm attack at@chment) and moves it to a temporary buffer named Outbox
block it within the local terminal. Our approach involvesims (iMtm ! SaveMessagel()). At the same time, it starts a
ple user operation during the messaging process. Howeusera timer by callingwait ! start () and lets the system scheduler
is usually willing to take such a small test once in a while bdeals with the nal message delivery to the radio interfadée
cause she wants to prevent her cell phone from sending outm@ay place the GIMPY test in a position just after the message
merous malicious messages which could cause high chargegotent has been set but before the message is sent to thexOutb
herself, quickly drain her cell phone's battery powgor infect In this way, only an authorized message that passes theaest ¢
her friends' cell phones. We note that although a user mayemdilave a chance to be delivered to the messaging buffer. Becaus
phone calls very often, sending her data such as media les@dT could be included in the manufacturers' platform SDKs, a
others via MMS messages is usually a less frequent event (eiger may easily enable or update the test through downlgadin

0 5 messages/hour) for her. new function library from a trusted vendor such as Nokia.

Speci cally, we propose to integrate a CAPTCHA (Com- Deploying GTT in a cell phone not only prevents unautho-
pletely Automated Public Turing test to Tell Computers ang Hrized messages from leaving the device but also helps the use
man Apart) [13] visual test at the entry point of messagevdgfi identify the attacks in the victim phone. In our send-sidetgc-
CAPTCHA is a program that can generate and grade tests tit, a user may individually de ne a threshdB}, for the num-
most humans can pass, but automated programs (e.g., wolbesf GTTs allowed for a messaging attempt. We note that this
cannot. Thus, for a normal cell-phone user, she simply ne#areshold should tolerate a human user who could inadvigyrten
to pass an easy test for her newly composed message befoestir the wrong answers to the GTT for several times. How-
is moved to the Outbox. However, a worm will most probabgver, a malicious attacker will never succeed and it will asilg
fail the authentication and all its unauthorized messagésw identi ed after continuously failing GTT foiGy, times. Once
eliminated from the cell phone. One realization of CAPTCH#e cell phone has detected the existence of the attackéein t
is GIMPY, which concatenates an arbitrary sequences afrtetidevice, it temporarily blocks the outgoing messaging fates.
> — o ~ More speci cally, the worm is not allowed to create a new gt
Actually, transmitting a message to the radio interfacesoames most of the power in ClientMtm from the Symbian messaging framework, so that it

the MMS messaging process. It incurs a sequence of sigriatieigctions with the network. X T
GTT stops a malicious transmission in the software levehi@gpower. cannot compose any outgoing messages at this time. Note that
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this protection is on the software level and it has no impact o Notation:
the incoming MMS messages. Whenever a user wants to sehd H is the HLR/AUC, which is used as a PKG
a message (or a set of messages), she can easily enter her ppss S is the sender, which originates a MMS message

word to unblock the software interface and obtain the resour R is the receiver, which receivers a MMS message
to compose her message(s). Meanwhile, the user may choose to Kderi‘soiﬁz ?Tlllaﬁsrrig;tgft;gtﬂfg‘/ AUC

@smfect a bI(_)cked ph_one by |nstaII|.ng a ve_ndor patch odsen ID s is the MSISDN number of user S

it for professional maintenance. Fig.2(b) illustrates aptete Al B :m userA delivers message to useB

program ow of the sender-side protection. We note that & sim A Complete IBS Flow:
ilar security mechanism can be employed to regulate Blo#ito - H 1 (Km;params ) = Setup (k)
communications . H! : params /I params is known to all users

1
2
X i i . 3.S! H:IDs /'S asks HLR for its private key
More DiscussionsNext, we address some issues in our approach. 4. 1 :(Qip 5:dio g) = Keygen (ID s;K n ; params )
First, our technique is independent of the exploit in thessg¢hat 5 H! S:dpg /I HLR replies S with private key
it can be deployed either in the kernel or in the applicatayret, 6
although in this paper we study the latter case due to theHatt 7
currently MMS exploits are in the application layer and cagK 8
of accessing to the kernel code. Second, our technique mieve Figure 2:The IBS scheme in a cellular network
Denial-of-Service (DoS) attacks from the worm. In the abo ient only knows the phone number of a sender accordirtggto t
scenario, if a GTT is conducted each time before a messagepdgrs messaging protocols [12].
livery, the worm may send a large number of MMS messages in a :
. . . To deploy the IBS scheme in a cellular network, we rst con-
short time so that many GTT tests are triggered in the phohe b% L S ;
\ ; - . slder a user's identi cation. Typically, a user can have mul
without being correctly responded (or being responded}hit . . . .
X iple identi ers in the network (such as E.164 phone number
case, the system resources could be quickly used up anddhe p :
. : . . (MSISDN), RFC 2822 e-mail address, IMSI number, etc.) for
may easily crash. Our mechanism disables the softwardanter

; : various purposes. We propose using a user's phone number as
of the messaging process after detecting the attack, theveipis .the public key for signature veri cation. The reason is ak fo

the misuses of the system resources. Third, our GTT ternl%JWS First the cell phone number is uniaue in addressi N
can also be used to combat a cross-service attacker wholss goa ., ' P q 9

to compromise a smart-phone/PDA through its PC interfacke an the cleIIuIar network. Seco_nd,_the n_etwor_k IS always g

. : ; . . sender's phone number, which is typically included in a ragss
gain access to the phone functionality, causing automakitSM ! ) A .

L . .~ ing service request. Third, a recipient is normally notilegithe
message deliveries. Compared with [33], our approach i€mo . . "
. i L network of the sender's number. She may directly use it tdywer
straightforward: no matter how an attack works, it will eten :
o the signature of the MMS message.

ally access the MMS messaging interface. i ) )
An IBS system involves a trusted third party PKG, which cre-

4.2 Two-side Protection ates public parameteparams and a private keylysispn  for

Although GTT prevents a user's cell phone from deliveringun €very registered user. For a receiver, it needs to know thégu
thorized messages, the recipient does not know which mess#grameterparams (in addition to the sender's phone number)
have been authorized (i.e., passed the sender's GTT). \g@peo to verify the signature. The question is who can act as a PKG?
right after a cell phone completes the GTT, it generates iaflig”A natural choice is to choose a component responsible far-sec
Signature and attaches it to the message, proving that thmge rity data management in the network infrastructure of eaich-w
has been authorized. The recipient simply veri es the sigrea less service provider, e.g., Verizon or Cingular. We notiat
and decides whether or not to block the incoming message NBtboth GSM/GPRS and UMTS networks, user security data are
that the implementation of the signature scheme and GTTighddsually generated in and retrieved from the Home LocatiogrRe
always bentegratedso that an attacker cannot invoke it alone. ister/Authentication Center (HLR/AuC). Since there ar¢ycm
The next question is which signature scheme to use. Trd@W cellular service providers (SPs) in the US, we may peetlo
tional digital signature techniques, which are based on RBAtheir public parameters to every cell phone or retrieve tfrem
DSS’ use d|g|ta| certi cates to bind a user's pub“c key Whitdar HLR/AuC when a user activates her cell phone. In this way, a
identity. In our work, however, we propose to use identiaséd USer does not have to obtain a set of public parameters on the
cryptography [37], more speci cally, an identity-basedrsture  Y: increasing service availability and reducing latenty.a very
(IBS) scheme, in which a user's identi er information suchies rare case when the service provider decides a change indlis pu
email or IP address instead of the digital certi cate is uasdhe Parameters, it may broadcast this change through a system me
public key for signature veri cation. An advantage of thcheme Sage in the air interface to all cell phone users. Similarlyser
is that parties may verify signatures without prior disttibn of may either choose to pre-store her private key in the locahph
keys between individual participants (as required by taoal Of securely retrieve it from her HLR/AuC. Figure 2 illuseata
Public-key schemes [24]). This is extremely useful for dutat complete IBS ow (8 steps) in a cellular network.
system where pre-distribution of authenticated keys ieazjve Next, we show a detailled MMS messaging process under
or infeasible. In our case, when using the traditional appio the IBS protection. Fig.3 illustrates a typical signalingw
a recipient needs rst to know the public key of the sendergwlior MMS communications in a cellular network (GPRS/UMTS)
is probably unknown); it is neither convenient nor scaldbtea [12]. We notice an important sequence in which a senderetsliv
sender to include in her message a public key certi catectvhiMM 1_submit:REQ to the network and consequently the recip-
is typically several-hundred-bytes long. In real applmas, a re- ient acceptdM 1 retrieve:RES from the network. Speci -

. S:( )= Sign (M;params;d p g)
.S! R:Mjj /I'S sends msg and signature to R
. R :Verify (M;;ID g;params )




cally, for a sender, she needs to compose the MMS conterst, peasted at this point. Here we proposeetection-based Patching
the GTT, compute an IBS and attach it to the content. She tlseheme in which the network not only detects and rejects-unau
delivers the messagdM 1 submit:REQ to the network. For thorized messages from cell phones but also identi es agid-di

a receiver, she receivgM 1 retrieve:RES from the network fects the compromised sources of these messages.

and veri es whether the signature is genuine for the messalge In Fig.3 we show that when a cell phone, say ini-
accepts the message if this veri cation succeeds, but diSG& {iates an MMS service request, it delivers the message
otherwise. MM 1.submittREQ to its home MMSC. Thus, the home
Qramer || Rl s Ry | Feepen MMSC could be the rst network element that investigatesithe
o formation elds of the message (format in Fi§) and veri es the
s s o signature of the MMS contenM . We note that the MMSC can
MM1_submit. = #4 MM1_notification. : fia : H H H
Res e Reo infer sendeii's identity from this service request. Sendewill
) o poicaion be considered compromised if the MMSC fails to authentittege
MM1_retrieve.REQ message. As aresult, the corresponding worm messagel(bewil
i reeres discarded from the network. This network-level veri catioan
e Mi_delivery, roportREQ - be employed as an alternative to the receiver-side autfztiatn,
report REG T ey TePoRES mentREQ assuming the end-to-end network is secure. In this modaenwor
S MM4_read_reply_report REQ ——— spread is contained in an earlier stage and less unauttioride
orgnator REQ T Tea e oS eepieneRee enters the network infrastructure. Hence, the negativaénce
Figure 3:A standard signaling ow of MMS (3GPP TS 23140V6.12.0). HerdO the rest part of the network can be greatly reduced. Ofsepur
UA denotes the cell phone, a labeled message carries the MRSt this network-level veri cation consumes more network reses

and increase the latency in message deliveries.

4.3 Legacy Issues A more complex case for the worm detection is when user
Our user-level defense effectively prevents cell phormssend- | does not provide any authentication information in the mes-
ing/receiving unauthorized messages. However, sevetssse- sage. In this case, the above approach does not work. Weenotic
main. First, it is unrealistic to require every cell phon@port- that in real applications, a normal user typically delivers 5

ing MMS and/or Blue-tooth services to employ the GTT-basgfivs messages per hour to others. However, a cell phone com-
authentication in the device. As a result, there exist soaote qoromised by the CommWarrior [29] worm delivet@0 150
going/incoming messages without authentication. A recipi MMS messages per hour to the network (see our experiments
should be able to differentiate such an incoming message fiig Section 7). Based on this observation, we propose that the
the authenticated ones. We propose to add a ag into the NoWiMSC count (within a recent time window T) the number of
cation messageMM 1 notification:REQ in Fig.3), indicating the MM 1_submit:REQ messages it has received from user

whether the MMS content is Currently protected by the GT$'IBNhICh is denoted ad/;. If the rate of message de|ivery ex-

scheme. Thus, the recipient is left to decide whether or vibenceeds a prede ned threshold, , i.e., M_T' > 4, sendei will

retrieve this vulnerable message from the server. Of coarse pesuspecteds abnormal and probably worm-infected. Once the
unprotected message is usually given a lower receivingipriohome MMSC suspects a user's messaging behavior, it immedi-
and users are hence encouraged to enable the defense itethejjtely delivers a CHALLENGE message to the user, asking her to
vices. Similarly, an indicator may be added to messageshierojaunch the user-level defense. Upon receiving the message,
interfaces (e.g.MM 1.submit:REQ , MM 4_forward:REQ  yser should enable the GTT-IBS protection in her device o+ ot
in Fig.3). This allows the network infrastructure to easdgn- erwise con rm her normal messaging behavior with the MMSC.
tify the existence of the user-level defense and react dawgly. Note that the MMSC may decide the parametgrfrom the aver-

We note that an indicator is generated during the GTT-IBS piye messaging rate of a group of trusted users who have leginch
cess and it is included in the message content for creatiég e user-level protection, with a certain degree of toleeawor it
message Signature. Therefore, it cannot be faked by arka[taﬁ]ay refer to user's pro le (m HLR) for a Speci ¢ normal mes-

in the phone. We assume the end-to-end network is securatsodliging rate (i) that has been learned by the system. We also
the indicator cannot be falsi ed during the message defiver  notice that a user's messaging rate could change on special o

sions (new year, birthdays, etc..), which brings false thas to
5 Network-level Defense Schemes the worm detection. In our scheme, we use the above challenge

Our network-level defense adoptsdetection-based patching?@sed mechanism to reduce this error.
scheme, in which the network detects worm messages (e.g., byOnce a cell phone is eventually decided as suspicious, its
verifying message signatures) and further disinfectsetlumsn- MMSC will immediately notify a security vendor (e.g., F-$ee,
promised senders. We also study the feasibility of progdin Symantec, etc.) through a direct link or a routing infrastuwe in
layer of protection in the system, so that during DDoS aiadk- the Internet. Note that usés MSISDN number is also included
livery or processing priority is given to the authorized s@ges. in the noti cation message, so that the vendor knows whidh ce
) ) phone has been infected (or suspected) and it may delivéatthe
5.1 Detection-based Patching est security update (typically worm-signature—based) to disin-
To effectively combat worm attacks, we cannot merely rely dect or immunize the victim phone. Speci cally, the secwuritp-
receivers' veri cations, because some receivers do nopstp date contains the worm information (e.g., types, seveetgls,
GTT-IBS and the network resources may have already bes.) and the vendor signature . It is delivered to user via a



____i oO_-B stimulates the users to launch the protection.
o : Compared with the user-level defense, countermeasunas fro
Q. ~Mnianet .- --o o . the network are more systematic and active. They rely on more
- \\\

|
e QO _ .- \4:\4_' i secured network elements to detect and eliminate unaa#tbri
O Wireless el o o worm messages from the network. Moreover, they help the sys-
S
|

—-—> Internet -~

- O tem identify and disinfect the victims based on anomaly dete
. tions. A downside of the network-level defense is that itrezn

Figure 4:A ow of the detection-based patching scheme. In step 3aworm combat the worm as early as the user-level defense does. Worm
message reaches the home MMSC; in step 5 the MMSC detects the attacktraf ¢ may have already entered the network infrastruchetore
and alerts the vendor; in stép 8 the vendor delivers its security updates to tht is detected. There are several wireless service provitethe
infected phone. The wireless network includes BTS-BSC{$&%SN US, the different ways in which they deploy their networkek
secure HTTPS data connection or incrementally with SMS meéefenses could have different impacts on worm containment.
sages [5]. Upon receiving the updates, usest authenticates Because the user-level defense and the network-level siefen
the message origin. If it is from a trusted vendor, she ch®osge in some sense complementary to each other, the besosolut
whether to install the update. The security update may uvols to combine these two countermeasures into a hybrid orgh Su
charges. However, receivers usually have the incentivento & hybrid approach launches protection on different aspedtse
stall them because delivering numerous worm messageseaosotiystem and through different stages of the worm spread. ¢jenc
costs much more. Fig.4 illustrates the ow of the detectimsed it is more systematic and complete in defending againstélie c
patching scheme. We note that the patches are deliveredstacanphone worm attacks. For example, when the GTT-IBS scheme is
user via a channel (e.g., HTTPS connections) other than Mi&ployed locally in the cell phones, most unauthorized agss
messaging. In practice, individuals may connect to the senddo not have chance to enter the network infrastructure. Hven
by themselves and request the latest patches for theirloatigs. some worm messages have survived from this user-level siefen
This is aPull-basedservice. However, in the network-level demost probably them will be detected and discarded by the net-
fense, the MMSC initiates the patching process to the stispeavork elements shortly. We evaluate the hybrid defense tiirou
users as #ush-basedervice. The users may decide whether theoretical analysis in Section 6 and experiments in Se&io

when to pull the security patches from the vendors. . )
Similar as vendors such as F-Secure and Symantec, welis- Security and Performance Analysis

sume the above patching protocol in the cell phone will not §e ihis section, we investigate the effectiveness of ourr-use
broken by the worms. Otherwise, the worms may easily réfCt feye| and network-level defenses. We start by studying a NUL

security updates that have been downloaded to the deviceeAs;cheme case when no defense has been deployed in the network.
mentioned in Section 2.3, existing worm attacks in cell pson Table 1:Notation for analysis

are from the application layer and they cannot compromiee N | Explanation

protocol stacks, which are usually included or placed nedne |« Coverage radius of the Blue-tooth radio signal
kernel. We also notice that Guo et al. [26] have suggeste@som Velocity of a moving node (uniform)

security solutions such as hardening the communicaticiopots Distribution density of nodes (uniform distribution)
in a cell phone b Percentage of Blue-tooth—enabled cell phones

Rate at which a victim delivers worm message to a neighbor, 1
Probability that a node accepts a worm message

5.2 More Discussions

In practice, it is unrealistic to request every user to empiee tpm Errzs;;;gﬁhat nodé is infected at
GTT-IBS protection in her cell phone. Therefore, MMS mes- i Probability that nodé does not receive worm messages from its neighbars jat
sages of different security levels may co-exist in the netvior t Infected population at time
a period of time. We study the feasibility of employingiority- Security vendors patching rate on an infected cell phone, 1
N Node population in the network

based ltering schemeawhich helps the network deal with differ -
ent levels of MMS messages and protects the normal messa§ing Analysis of the NULL Scheme

traf c between the secure entities. Speci cally, each MMB@y To investigate the characteristics of the active cell-ghaorm

keep two message queues for temporarily buffering the ngessapreads in cellular networks, we need to derive a worm prapag

it receives. One with a high priority level and the other vdtlow tion model. Kephart and White [28] adopted a modi ed homo-
priority level. Once a home MMSC receives the request fropeneous model in which the communication among individuals
a sender, it examines the indicator in the message to see ifissimodeled as a directed graph and all nodes are assumedgo hav
sender is currently protected by GTT-IBS. If yes, the MMSE asimilar levles of connectivity. However, our network modiel
thenticates the message and places it in the high priorigpeu Section 2.2 deviates much from such homogeneity. Similam as
otherwise, it puts the vulnerable message into the low jyior[38, 20], we use discrete time to conduct recursive anabsis
gueue. A recipient MMSC applies the similar policy on the mesharacterize the propagation of cell-phone worms.

sages it receives from another MMSC. This mechanism previde We rst consider the case when no defense has been deployed
a layer of protection when the cellular network is under DDa6 the network. Tab.1 shows some notation for the worm propa-
attacks. In these cases, delivery or processing preferaagéde gation model. During each time interval, an infected npdges
temporarilygiven to the authorized messages so that some dedcedeliver a worm message to its neighlbarith probability

of quality of services (QoS) may be provided to them. This al8Ve denote the probability that nodés infected at asp;;, and
supports an incremental deployment of the user-level defand we derive i , the probability that a nodewill not receive any



worm messages from its neighbors at titras This lemma is proved in Appendix A. We may also derive

v v that when the worm spread is diminishing due to the counter-
it = (o 11 )+@  pr 1)= (1 pir 1); Measure (i.e.(sz—) < %) the probability of infectiorp;;
J2Nr J2Nr (i =1 ::: N) decays exponentially over time. This means the
i i élg ifected population decreases exponentially over time.cve-
whereNr;; denotes all the neighbors that may deliver messadéié pop dec p y .
toi during time periodt  1;tg. We haveNri; = Nri[ Nr,, Putethetime to extinctiome as follows.

whereNT; is the set of nodes who includén their phone address| emma 2. If the cell-phone worm spread dies out in the network,
books andNr,; denotes those who communicate with nodé

Blue-tooth du’ring‘t 1;tg. Note thatNr; is a relatively stable
set. We derive the average sizeNof,, as follows. where 15 =1 (33) + 1a,andNo; Ne denote the initial
~and nal infected population, respectively.

" This lemma is proved in Appendix B. It shows that a higher
The above equation computes the average Blue-tooth CdﬂnECtpatching rate and a lower set of infection parameters () ac-
nodei may have in each time epoch. In the case when  celerate the worm containment process in the network.

1, we useNr; to approximateNri; . Now we derivep;; , the Based on the above conclusions, we analyze the effectigenes
prObablllty that node is infected att. We know that there areour user-level defense, inwhichGTT he|ps block worm messag
two causes for this infection: eithéras been infected at timeoriginating from victims and IBS enables a receiver to didda

t 1, oriissusceptible at 1 butitaccepts a worm messagggal messages. Essentially, the former aims at reducimdhile

the time it takes to reach the extinction satisks log L k‘,—g

Size(Nry)=((r ?+2rv) 1) 3 Size(Nr;); when , 1

from its neighbors. Thus, we have: the latter tries to reduce. Speci cally, let 4 denote the fraction
P = P 1+@ pa )@ i) of GTT- and IBS-enabled phones, we can easily derive that
1 e +pP 1 iy if 0 L i=1:N(Q) = ol gt 0g < o (4)

] where ¢ is the worm delivery rate without protection, and
Given a network topology and other parameters, we can SOJMg the failure rate of a GTT test. Also, we may derive
Equ.g all\lnd obtain the time evolution of the infected poparati

t= =1 Pit- = ol 9PFf 0g 1T g< o (5)
where ¢ is the worm acceptance rate without protection. From
6.2 Analysis of the Defense Schemes Equation 1 and 2, we know that these schemes increasghe

We rst derive a generalized worm containment model for tiobabilityi does not receive worm messages), and redpges
defenses we have proposed. Based on this model we evalwate(#fee probabilityi gets infected), respectively. Also, we can see
each defense scheme contributes to thwarting the wormdspred’om Lemma 1 and Lemma 2 that the schemes help reduce the
Equation 1 givesi; , a probability that a nodewill not re- left-hand side of the threshold an_d the extinction tilfe such
ceive worm messages from its neighbors at timaVe assume that worm attacks could be effectively c.ontamed_ within slys-
that node is healthy(susceptible) at timein one of the follow- €m. However, the user-level defense itselpassive because
ing three cases: (f)was healthy at 1 and it did not receive their goal is to alleviate worm infections from the netwoitk;
worm messages durifg  1;tg; (2)i was infected at 1, but stead 2of actively disinfecting victim nodes: The ep|demnesh-
it eventually became healthy &t Meanwhile, it did not receive ©/d — < = —.- can never be satis ed without a good
any worm messages; (BWwas infected at 1, it received and Patching rate. This means the worm probably will spread to the
ignored worm messages, and eventually became healthyedt tingntire network if we only rely on the user-level defense.
We note that in case (2) and (3), nddestalled the patches from  Next, we analyze the network-level defense, in which the
security vendors at some time betwéen1 andt. Therefore, we detection-based patching scheme is adopted to identifydésad
derive the probability of nodiebeing healthy at timeas follows: infect the worm origins. Clearly, our purpose is to incretise
patching rate on infected nodes. We may infer from the epidem
1 opie = pie 1) ie* Pir 1ix t(2 5) Pit 1(1 it); threshold and the extinction time that a highezontributes to a

. . more effective containment, under which the worm spread die
wherei =1 ::: N and denotes the patching rate. Here \(1\% a P

. 3 th tchina h dattimet wh y But faster from the system. L&mnms denote the fraction of
sumein ca§e( ) € patching happened atlime, Where 1S -y \is phased wormsCgqe: denote the MMSCs' capability of de-
the time unit. Equation 3 gives a generalized containmemtaho

inst cell-ph Given th t network tomol tecting an infected user, ang denote a user's acceptance prob-
against cefi-phone worms. t>Iven the current network togy 0ability towards a security patch, we derive the patching rat
G(V;E), the delivery rate of worm messages, and the patch-

ing rate , we may derive tl'lg evolution of infected populationin = Rmms 0+ Rmms  Cdet  p = Rmms Caet  p: (6)

the network, whichis; = ~ {; pi. Next, we derive an epi- Note that the network-level defense only combats those MMS-
demic threshold for this worm containment model. We have thgsed worms. This equation shows that the disinfectionisate
following condition. mainly in uenced by the network's worm-detection capatili
gmd users' willingness to install the vendor patches. Weehav
introduced two approaches to improve the former factoreeith

Lemma 1. If the cell-phone worm propagation dies out in th

o . 2 — e - : i

network, then it is necessarily true thag=——- < = ——, py verifying the message signatures or by detecting the rabno
where 1.4 is the largest eigenvalue of the adjacency ma#igf mal messaging rate. We have also mentioned users' incentive
the network graplG(V: E). accept vendor patches. For a hybrid mode of protection which
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Figure 5:CPU usage keeps high (35%) in a Nokia (a) GTT has a low CPU occupancy (6%) (b) GTT has low memory usage (1M out of 32M bytes )
3230 compromised by CommWarrior Figure 6:Performance data in a GTT-enabled Nokia 3230 phone

combines the user-level and the network-level defensesnaye cess and manipulate message entities. She then composgs a ne
achieve the lowest set of infection ratddN (; ) onlinksand message and sets the parameters (e.g., the message ,ptterity
at the same time the highest patching méit&X ( ) on infected recipient). Next, she adds the attachments and sets therdont
phones, thus obtaining the most effective containmenteémiit- ids (a message root indicates which attachment is the SiylIL
work graph. This strategy can be derived from Lemma 1 andRnally, she saves the message and moves it to the Outbox. In
Of course, it may require more system and user resources. our experiment, however, the worm in a victim phone randomly

. retrieves recipients from the address book and attachesiou
7 Smart-phone Experiments SIS les (MIME type "application/vnd.symbian.install”ptthe

We implemented our user-level defense on real cell-phone 8gtgomg messages. This automated worm process is triggere

) . . . every 20 30 seconds in background. Fig.5 demonstrates that a
vices to evaluate its feasibility and effectiveness. worm causes high CPU occupancy (35%) in the phone by contin-
Smart-phone Environment We chose to conduct our experi- 9 pancy ¥ P y

ments on Symbian-OS-based phones because of its popidac\k}gulsly transmitting malicious messages to the rad|p iatef
ementing GTT and IBS Our next experiment is to evalu-

the smart-phone market, We adopted the Metrowerks Code aa[‘elg the effectiveness of the user-level defense, namel@ihe

rior V3.1.1 for Symbian OS v7.0 as the integrated develogmen !

environment (IDE). To test the compatibility with major sia and IBS schemes deployed in a real phone device. To implement

hone manufacturers, we implemented the schemes usin %\-II—J in a smart-phone, we chose EZ-Gimpy [4], a CATPCHA
P ' P 9 cgrrently used by Yahoo!, in which the user is presented waiith

different Symbian C++ SDKs, namely the Nokia Series 60 2|rma e of a single word. This image has been distorted, and a
Edition (S60) and the Sony-Ericsson UIQ 2.1 (UIQ). 9 9 ) g Y

In our experiments, we chose S60 phones (Nokia 3230 cluttered, textured background has been added. The distort

! . clutter is suf cient to confuse current OCR (optical cder
E62), UIQ phones (Sony-Ericsson P900) as the target devi - . .
Typically, each smart-phone we used has a 32-bit RISC C ognition) software. To embed the GTT into a messaging ow

. and give each sender a test, we showed through experimént tha
based on ARM-9 series (123-220MHZ) and an expandable m:[g;[m | SendMessagel() is the appropriate API to include

ory of 10-32 MB. All the devices support both Blue-tooth a . .
MMS (GPRS-based) communications. Using the CodeWarrHF'\ EZ-Gimpy. Both S60 phones and UIQ phones support this

compiler, object codes are rst built into the executabld tested essaging API, and itis extremely easy for the manufaccsui e
in a PC-based WINSCW emulator. Eventually, successful pdeDon or upgrade the test through a function library (S )

(R . . o
. “date. In our GTT implementation, a sender is given three absn
grams are built for the ARM targets and deployed to the dswc?o pass the challenge. Any process that fails the test witlde

L mtin el able B i Sendt Fending, nied delivering the message. Fig.6 shows the resource sisage
iClientMtmResgistry->NewMtmL{ ‘ActiveSche 'uer:: art(op); . . . . .

= T 0 e ]T =ons when GTT is triggered by a normal messaging process in a Nokia
 Cranters MIMS Message G- Save Msg, Make visible 3230 phone. Compared with other operations such as congposin
iMtm->CreateMessagel (... Mim-> Saveriessagat oy - a message or sending a message via the radio interface, GTT ha

| 1 a lower cost on resources (e.g., CPU, memory, battery power)
3. Set Message Parameters 5. Set Message Root R . .
M- SetMessageprionity(..); Df:z:;z_z’:;; IMtm-> SetMessageRootL(.3; A successful GTT typically takes a few seconds of interactio
between the user and the phone.

To achieve IBS in real smart-phone environments, we mod-
i ed the MIRACL cryptographic library from Shamus Software
Figure 7:Attack ow of CommWarrior in S60/UIQ phones, Symbian 0S v9.12] and ported it to Symbian OS v9.1. This library includesiBb
Implementing a Cell-phone Worm We implemented a and Franklin's bilinear-pgring—based IBE scheme [15]. ur 0
CommWarrior [29] worm in a smart-phone environment. MofJotected MMS messaging process, every message that passes
speci cally, we created a worm process on an infected smaf! | IS signed with the sender's private key before its dejiznd
phone. This process randomly retrieves recipients fromathe IS Veri ed by the receiver using the sender's ID. During theer-

dress book and delivers malicious MMS messages to these ud&ent, we examined and compared the time performance of IBS
Fig.7 illustrates the ow of the worm process in our experitne O different smart-phone platforms (3 typical Symbian pég)n

Note that it deviates from a normal messaging ow, in whiclve set the user ID (MSISDN) to 13 digits and varied the key size

a |egal user calls a series of Symbian APIs to send a messag@Synchronized Multimedia Integration Language [8]. Peaply use it to instruct how
Speci cally, she acquires a client MTM, which enables heaite an MMS should be presented in a smart-phone.

i 4. Add attachment and set IDs
<—— normal flow iMtm->CreateAttachment2L(...);
—~ worm behavior iMtm->SetAttachmenttypel(...)}

iMtm->SetAttachmentCidL(...);
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Figure 8:Degree distributions of log- () Worm spread in various cellular networkl) Impact of Blue-tooth connections to tife) Percentage of normal trafc decreases
ical MMS networkl Il . Network | (MMS+Blue-tooth) worm spread (p=1%) during the worm spread (MMSC1)

has the lowest average degree. Figure 9:Cell-phone worm propagation and its in uence to cellulatwarks

from 128 to 1024 bits during the test. A longer key provides a < N
higher level of security to the scheme. Our test takes 20 auds Q el I

we report the mean of measurement data. Fig.2 shows the time  Wireless o __ Wireless

performance (signing/veri cation) of IBS and RSA on diféet < r: -—> - Q

phone devices. The result clearly demonstrates a tradeesff Figure 10:Con guration of the network simulator (similar as in Fig,Zjwo
tween security and time. Considering the security leveb(IBS MMSCs may belong to different service providers.

based on bilinear maps on non-supersingular curves [1gjtaddo generate scenario les. The average node spe8@dlis 1:0

a short key size of 171 bits to achieve 1024-bit security idRSm/s, and the pause time8® 240seconds. Our tests took place
and the time response (a processing delay less than 300 mis @&ssquare area with 25,000 meter sides. Each test takes180 ru
acceptable), we conclude the 128-bit key size is a good ehand we report the mean of measurement data.

for the current hardware con guration of Symbian phonesicvh Worm Propagation Fig.8 shows the degree distributions of three

typically have a 235 MHZ CPU or below. logical MMS networks in our tests. These networks follow pow
Table 2:Time performance of IBS, RSA on smart phones (ms) |aw and each has a different average node degrees (network |1
Device cPU Scheme | 128 bit | 512 bit | 1024 bit has the highest average degree while network | has the [pwest
Nokia 3230 | 123 MHz | IBS 91 313 1,203 Fig.9 illustrates the cell-phone worm propagation and éga3
Nokia E62 | 235MHz | IBS 52 187 636 tive impact on the cellular networks. Here we assume no coun-
S-EPO00 | 156 MHz | 1BS 8 288 | 1,009 termeasures have been taken to thwart the worm spread(dJig.9
Nokia 3230 | 123 MHz | RSA - 61 114

indicates that when every user tends to accept the atteagtivm
. . message with a probabilityy = 70%, the worm spreading with a

8 SyStemath Defense Evaluations delivery speed o  0:033(2 msg/min) will eventually infect all
Environmental Setting To study worm propagation and our pro70% of the total smart-phone population. Our result alsoatem
posed countermeasures in cellular networks, we designed a strates that the worm spreads faster in a network with a highe
work simulator (illustrated in Fig.10). Two MMSCs are deptd node degrees.
as the network infrastructure to provide MMS messagingisesv  Fig.9(b) illustrates the slight impact from Blue-tooth oec-
among 20,000 smart-phones users, and each home MMSC nighs on the worm spread. This result is consistent with the
ages around 10,000 registered users. We also included ingfighagation model in Section 6.1. Our test also indicatas th
network simulator a security vendor (e.g., F-Secure), Whsc a wider communication range and a higher moving speed
securely connected to both MMSCs. In real applicationsheagay to some extent aggravate the worm spread. Besides, the
smart-phone user sets up an address book to keep a certain Byarage node density is another important factor. We chose
ber of contacts. Thus, we may construct a logical MMS net-— % = 32 smartphones=km? for our tests. Fig.9(b)
work for the users based on their contacts. This logical 08w gemonstrates the negative worm impact on the normal mesgagi
typically resembles an email network whichhisavy-tailed dis- traf c. Speci cally, during the worm spread, more and mora:m
tributed [34, 39]. In our tests, we used the Barabasi Graph Gegious messages are generated and quickly they overwtem t
erator [14] to generate power-law graphs of different deglie- normal traf c. These messages travel through the netwdrasn
tributions to simulate various logical MMS networksIn every tructure, causing a signi cant waste of resources.
hour, an MMS user randomly delivers a message to a mempgpctiveness of GTT-IBSFig.11 shows the effectiveness of our
(possibly belongs to another MMSC) in the contact list. Thiger-level defense, namely the GTT-IBS scheme. In practice
contributes to the normal messaging traf c in the network. i defense will be incrementally deployed to smart phones

To simulate Blue-tooth communications, we assume €agR studied the cases when different percentages of phome use
node has a radio range &0 20 meters. We also assume,aye enabled this countermeasure. Fig.11 demonstrategtba
node movement is guided by the random way-point model [18ho, 909 of the cell phones have launched the GTT-IBS pro-
in which each node chooses a random destination, traveis thgction, the worm propagation in the system can be signilgan
and pauses for a constant time, and then picks anqther rand@ed down (compared with Fig.9(a)). Clearly, when more an
destination. We adopted the CMU's SETDEST tool in NS-2.28qe users deploy this defense in their terminal devicesgét

4Although for test purpose we used power-law graph for thebdldMMS networks, our lular network will be better prOteCted againSt the wormeksa
result is independent of the power-law assumption in theort graph. This result is consistent with our analysis in Section 6, nghe
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down under the user-level defense (GTT + IBS) Figure 12:Worm spread under a hybrid mode of defense
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we showed that the user-level defense aims at reducing tha wgests that a reasonable detection threshold ensures a &igh p
propagation parameterand . In our tests we assumed the faileentage of normal messaging traf ¢ in MMSCs.

urerate of GTTrs 5%. | q K
Hybrid mode of DefenseWe studied a hybrid mode of defense ir%9 Related Wor

the network. Considering real deployments, we set diffefrac- Cole et al. [23] analyzed computer worm propagation and the
tions of nodes in the system as GTT-IBS-enabled and evaluatepact of mitigation in mobile ad-hoc networks. Mickens et a
the network-level defense. In our test, we adjusted thectlete [30] introduced a new probabilistic queuing model to inigesie
threshold  (de nedin Section 5.1) to investigate its impacts omalicious worms (e.g., Cabir) which spread through Blusttio
the worm spread, the patched population and the normal grestiaks among cell phones. Their model treats node mobilita as
ing traf c. Fig.12(a) shows that the patching scheme heigsis  rst-order concern. Abhijit et al. [17] designed an ageisbd
icantly slow down the worm propagation. Initially, whentbare model for the worm spread. Their work reveals various phone
not so many victims identi ed, the worm spread reaches aaertvulnerabilities and the possible severity of hybrid thseat
level (much lower than that in Fig.11(a)). However, alonghwi  Shackman [36] discussed platform security for Symbian OS.
the detection and patching process, the infected populatithe Hurman [27] demonstrated the techniques of exploiting Win-
network starts to decrease. Comparing Fig.12(a) with Bidg)l dow CE vulnerabilities. F-Secure [7] and Symantec [3] pied
we can see that usually a more reasonable detection thdesharm-signature—based solutions to detect and eliminaieus
th contributes to a more effective defense in the system. On th&ms from the smart phones. Mulliner et al. [33] demonstitat
other hand, this requires less smart-phones to deploy the G& proof-of-conceptexploit that crosses service boundarig/in-
IBS scheme. We note that unreasonably low threshold mayecadisvs CE phones. They used the labeling technique to prdtect t
false positives to the worm detection. Our test also sugghat phone interface against malicious attacks that come thrdig
in the initial stage, delivering security patches to mordemthan phone's PDA interface. They also revealed several buffer-ov
the current victims is potentially helpful in quickly comiang the ow vulnerabilities (e.g., SMIL in the MMS message) in Win-
worm spread. In our test, phone users decide whether to acdepvs CE phones and proposed solutions such as boundaryscheck
the security patch based on their needs (acceptance rafe 85%and MMSC sanitization [32]. Guo et al. [26] suggested some
Fig.13 illustrates the fraction of cell phones that havehesd Security solutions such as smart-phone hardening, teletden

security patches from the vendor during the defense progees and Internet-side defenses. Radmilo et al. [35] demorstrai
gures show that a lower detection threshold incurs morelpatUnique attack from the Internet that utilizes MMS vulneliéiss
deliveries. Fig.14 demonstrates that the network-levigtze ef- {0 €xhaust cell phones'’ batteries. They identi ed two vuiige
fectively suppresses the worm traf ¢ in the system. Speallg, Componentsin the network and proposed mitigation strasegi
when the detection thresholg¢, = 8 msg/hour, onld0  50% :
users are required to launch the GTT-IBS protection in tbelir 10 Conclusions
phone, in order to largely eliminate the worm traf c from thgs- Based on recent outbreaks of cell-phone worms, we predititth
tem. In our test, the normal messaging rate for a cell phonenidl be the most dominating and destructive threats to tadlinet-
around 1 MMS message/hour, hence the normal traf ¢ could Wwerks as more people switch to smart-phones. Current degens
easily overwhelmed by the worm traf c. The gures also sugely too much on individual recoveries and are inadequate. |
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this work, we keep one-step ahead and design several dplplicgs2]

countermeasures to better protect the cell-phone netwdfles

have proposed a systematic solution which is featured by cdid]

sidering both user-level and network-level defenses. Miore
portantly, we showed through real smart-phone experimamis
extensive network simulations that our solution is lighityin,

effective and easy to deploy. In spite of some current limita
tions such as the diversity of smart-phone OSes, interwgrki 3

between different service providers, potential cell-pharorms
which may exploit system vulnerabilities (no such case leenb
reported yet). our approach provides some interesting eaxdtip
cal solutions for worm containment in real mobile enviromse
We will address these issues in our future work.
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A Epidemic Threshold

Proof. We have the healthy probability of nodgi = 1:::N)
from Equ.3

1 ope =@ pir 1)ig* Pix 1+
We rearrange the above items and get

[34]

[35]

(38]

3) Pir 11 i):

1 pi;t (1 E) pi;t 1t (1 pi;t 1t % pi;t l) iit ;
where iy = [ 2Nr a pit 1). Following the approxi-
mation(1 a)@2 b) 1 a b(whena b<< 1), we derive
the healthy probability X

1 pit 1+(T Dpit 1 Pt 1:
Thus, we have; (1 0)pi;t 1+ j pj;{ 1,where =
ST . Converting this equation to the matrix form

P. (1 I+ A)P, 1=SP; 1=SPy; (7)
whereS = (1 0)I + A, andA is the adjacency matrix of the

network graphG(V; E>)(. Decomposing the matrix, we get
Pt is Vis tr (Viis) Po;

(8)

where s is thei'th eiéen value ofS, v;.s is thei'th eigen vec-
tior of S, andtr (vi.s) is the transpose ofi.s. According to [38],
we have s =1+ a8 9)
For cell-phone worms to die off in the network and not become a
epidemic, the vectd?; should approach zero forwhich is large

enough. This happens wh&i };S goes to 0, and we should

have the largest eigen valugs < 1,i.e.,1 37 + 1A <1l
Hence, we gefsz—) < =L O

B Time Takes to Reach Worm Extinction

Proof. Suppose irt = 0, we haveN infected smart-phones in
the system. We want to derive the tirig, at when the infected
population decreasesh,, due to our network-level countermea-
sure (tlge detection-based patching scheme). Accordinquo8i:

P, i IsVistr(vis)Po= §g C,whereC isa con-

J. Kephard and S. White. Directed-graph epidemiolaigicodels of com-  stant vector. Therefore, we derive the infected popula®n
puter virus. InProc. of 1991 Computer Society Symposium on Research in

X!

ng = Pt =

. . i=1 . i
whereC; is thei'th ele'ment in vectoC. "I'hls means the number
of infected nodes decays exponentially over time. We iNve

1s Ci; (10)

T : _ N - 3
1's No,ie,Te = log s N where 15 =1 55— +
LA - O
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