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ABSTRACT

Node compromise is a serious security threat that hindersub-
cessful deployment of large-scale wireless sensor netwvérkode
compromise often consists of three stages: physicallyirbtaand
compromising the sensors, redeploying the compromisesbsgn
and compromised nodes launching attacks after their iegitne
network. By far, all the proposed compromise detection &t
address this problem at the third stage. In this paper, weemak
the first attempt to detect node compromise at the seconé.stag
Our motivation is that for some applications an attacker matybe
able to precisely deploy the compromised sensors back liefio t
original positions. Thus, the detection of location changiébe-
come an indication of a potential node compromise. We naise th
node redeployment detectiproblem. We propose two approaches
to detect node redeployment, based on the change of node- neig
borship and the change of measured distances between medes,
spectively. Our simulation study shows that both schemagiea
tect node redeployment effectively (with low false postiate and
high detection rate).

Categories and Subject Descriptors
C.2 [Computer-Communication Networks]: Miscellaneous

General Terms
Security, Algorithm
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1. INTRODUCTION

Since sensors are cheap and have no tamper-proof hardware, a
adversary may easily compromise them after capturing tfgm [
Sensor node compromise is a serious security threat beazase-
promised node may launch attacks from different layers efit-
work protocol stack. For example, in the physical layer, @pm-
mised node can jam the transmission channel. In the medé&ssicc
control layer, it can starve other nodes by manipulatiorhefran-
dom backoff mechanism. In the network layer, it can drogeralt
replay the routing messages. In the application layer,ritreport
false data to trigger false alarms [10], or attack the essento-
tocols for sensor networks (such as time synchronizatioderio-
calization [4], etc.). Thus, node compromise detectiondsitical
security requirement for the successful deployment ofdlacple
wireless sensor networks.

A node compromise attack often consists of three stages. The
first stage is physically obtaining and compromising thesses)
the second stage is redeploying the compromised nodes back t
the sensor network; and the last stage is compromised seresor
joining the network and launching attacks. So for all thepoed
compromise detection schemes [3, 8] address the node corigaro
problem at the third stage based on node misbehavior danecti

In this paper, we make three contributions. First, we make th
first effort to address the node compromise problem at thenskc
stage. Compromised nodes may be identified at the redeptdyme
stage and prevented from rejoining the network. We refehi® t
as thenode redeployment detectipnoblem. Note that we are not
aiming at completely solving the node compromise probleraty
scheme alone. Instead, our goal is to prevent compromisgesno
from easily rejoining the network. Even when compromisedeso
have bypassed our defense, we still have the traditiona noth-
promise detection schemes as the second line of defenseheOn t
other hand, the detection result of our scheme may be useid-to t
ger a verification process using the techniques such asaefiat-
testation [7].

Our second contribution is formalizing the node redeplayme
detection model, by exploiting the property of a stationsepsor
network where the distance between two nodes does not change
over time. The change of distance often indicates that thie no
is redeployed. Third, we propose two sets of solutions teaet
node redeployment: a neighborship-based approach anthachs
based approach, both of which work in a localized and disteith
fashion. In the first approach, the redeployment detectidrased
on the change of neighborship (in this paper we use trangmiss



power levels as an indicator). In the second approach, tieptey-
ment detection is based on the change of distances. Thedaehn
of unpaired observations is used to detect the distancegeh&ur
simulation results indicate that our proposed schemes ffao-e
tively detect node redeployment.

The rest of the paper is organized as follows. In Section 2,
the assumptions and the formalized node redeploymenttaetec
model are presented. Section 3 and 4 present the two proppsed
proaches, respectively. The performance of these two appes
are evaluated in Section 5 and Section 6 concludes the paper.

2. SYSTEM AND ATTACK MODEL

Security AssumptionsWe assume that each sensor node is as-
signed a unique id before deployment and it can authentibate
messages sent or received with appropriate shared keysisistal
through a key management protocol [9]. More specificallysdo

Power level ring

Type Il guarding nodes

Pdata Type | guarding nodes

Figure 1: Setting up power-level tuple at the neighbors of nde
0. In the figure, the rings represent node 0's coverage using
transmission power levels 20, 30, and 40, respectively. Wart
see that nodes 1-3 have a tuple &f {0}, 10 >, nodes 4-9 have
a tuple of < {0},20 >, and nodes 10-19 have a tuple o&
{0},30 >.

cure the exchanged messages, the message sent betwees senso

should be protected by the pairwise key shared between tuedn;
the local broadcast packets can be protected by a clusteaskay
the LEAP scheme [9].
Attack Model An attacker can obtain the sensors physically in sev-
eral ways. For example, the attacker can capture the sefneors
the sensing field in person. They can also collect sensaons tie
deployed area using unmanned vehicles. For the purposaof pl
ing the sensors back to the original locations after comsiog,
the attackers might record the sensors’ original locatiétiter ob-
taining the sensors, the attackers tamper the sensors taid tie
critical information (such as the cryptographic keys, théected
sensitive data, etc.) in the sensors. The attacker can elema-
licious code—which can be used to attack the sensor netvitek a
rejoining the network—into the sensors. The adversary thde-
ploys the compromised nodes back into the network. To mzemi
the chance of being detected, the attacker tries to put s
mised sensors back to the original locations based on tloeded
location information before. In the following, we refer toig ac-
tivity as node redeployment atta¢kr simplynode redeploymeht

An attack similar to what we are addressing here is cailede
clone attackin which the replicas of compromised sensors are in-
serted at strategic locations to launch attacks. Thislatiac be ad-
dressed effectively by discovering the existence of dapticmode
ids in the network [1]. However, the redeployment attackncaive
detected by the countermeasures for clone attack, sinceothe
promised, original sensors are used for attacking.
Design RationaleThe recorded location information (e.g., based
on GPS devices) can assist the attacker to redeploy the cempr
mised sensors back to the original locations. Currentlp, GPS
positioning services of different precision were avaidabFor the
more-accurate one, called Precise Positioning Servicg,(RRich
was available only for the U.S. army), the position estioragrror
was about-18 m horizontally andt23 m vertically [5]. Accord-
ing to the U.S. Department of Defense, the less-precisdcserv
called Standard Positioning Service (SPS, which was dleifar
civil use), has a horizontal accuracy #fl00 m at 99.5% confi-
dence interval and:300 m at 99.9% [5]. Thus, because of the
measurement errors of the GPS system and the operationas err
when redeploying the sensors (either by hand or by unmangeed v
hicles), it is often impossible to redeploy the compromisedsor
back to the exact, original location.

Note that the attackers often do not have full control of the e
vironment where the sensors are deployed. This implies ¢han
if the attacker can mark the positions when obtaining thewen
they may not be able to put the compromised sensors backito the
original positions exactly. Battle field is such an exammlersrio.

We assume that the attacker can only depend on techniqules suc
as GPS positioning when redeploying the sensors. Our dmtect
model and solutions are targeted for such scenarios.

Next, we present two redeployment detection schemes: ane is
neighborship-based scheme and the other is a distancd-dxsme.

3. NEIGHBORSHIP-BASED DETECTION

In this scheme, each node has a set of monitoring nodes. §®r ea
of presentation, we refer to the node being monitoredhasitee
and the nodes that monitor it asonitorsin the rest of the paper.

The basis of the neighborship-based scheme is that diffeeers-
mission power levels correspond to different transmissanges.
Thus, a certain neighbor can hear from the monitee only when t
monitee transmits packets with a transmission power higjtrean
a certain level. By having the monitee transmitting withpalbksi-
ble transmission power levels, each of its neighbors caordethe
power level from which the packets sent from the monitee star
be heard (note that any message sent using a power levelr highe
than that can also be heard). If later a neighbor can overear
packet from the monitee with a lower power level or only with a
higher power level, it can suspect that the monitee is regepl.

3.1 Scheme Description

This scheme consists of three phases: power-level tuptedec
ing, guardian node marking, and redeployment detectioe. fiF$t
two phases happen shortly after the initial deployment efsén-
sor network (when there is no attackers) and is executedaig,
whereas the third phase can be executed periodically ordéipte
times, depending on the detection requirements. In theviitig,
we present these three phases in detail one by one.

Power-level Tuple RecordingWhen sensors are first deployed in
the field, A sensok sets up power-level tuple at its neighboring
nodes as follows. After booting ug, broadcasts a special packet,
called probe using all possible power levels: from the minimum
to the maximum (e.g., from 1 to 255 for Mica2 motes). The probe
contains three fieldsk (the node id)p; (the current power level
that is used for transmission), apd.:. (the power level that will

be used for data communication after joining the networkpteN
that, p4ats is fixed for a node, although it could be different for
different nodes. For ease of presentation, we assume thieal
nodes have the samg,:,. As we will see the next subsection,
Pdata 1S USed for guardian node marking and can be dynamic as
well.

when a neighbor ok hears a probe fromk for the first time,
that node retrieves the power-level information from thebgrand
records it as a node-power pairk, pmin >. Since a node could be



the monitoring node for multiple nodes, it can combine thdeio
power pairs into power-level tuples basedon;, to save storage
space. In this way, eventually, each node will get a set ofgrow
level tuples,< {nodelist}, pmin >.

Further, to decrease the number of probing rounds, fhocken
increase the power level hyinstead of by one each time. Suppose
the maximum transmission power levelisrax andpyax =
n * p, then each node only needs to send the probe: fayunds.
For example, if we increase the power level by 16 each tinen,th
for Mica2 motes, only 16 rounds of probing are needed for a@en

Fig. 1 illustrates this procedure by a simple example, whete
10 and the power-level tuples for node O is recorded at its Reigh
boring nodes.

Guardian Node Marking In this phase, givepaa:., theguardian
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Figure 2. Redeployment detection for noded. In the figure,
suppose nodé@) is redeployed at position 0’ and the dashed rings
shows the new coverage area with different transmission posy

nodesfor a monitee are self-discovered and marked based on thelevels. Whenpaq., is 20, several nodes can detect the redeploy-
recordedp... tuples. For a monitee, its guardian nodes are those Ment of node 0, including Type I node 3 and Type Il nodes 6

nodes Whos@mx IS g-level arounth gt —that is,|pmin —Ddata| <

g. For example, in Fig. 1, node 0's guardian nodes are thosesnod
that are within the shadowed area with= 1 whenpga.:. = 20.
Note that, whery is big enough, all the neighbors of a monitee
become guardian nodes. We can tune the valug tofachieve a
balance between performance and overhead. In this worketve s
the required number of guardian nodes to six (based on ow-sim
lations).

and 9, whereas it is nodes 8 and 15 whepy,:. is 30 and node
10 whenpgqiq is 40.

level p..:n, Which is 20. Note that only part of the guardian nodes
can detect the redeployment of the suspicious node.

A redeployed compromised node can adjust the real transmit
power level, either higher or lower than the claimegd:., in at-
tempt to eluding our detection. Our scheme can still deteden

Note that, in our scheme, only the guardian nodes (for a moni- redeployment effectively (see Subsection 3.2 for moreudisions

tee) need to monitor the monitee actively. The reasons alsv
First, since a monitee sends its regular packets using plawekr

on this issue).
A single node, however, could make false detections, becaus

Pdata, it is the guardian nodes who are capable of and more sensi-the redeployment detection is based on RF (or radio) sigitath

tive on detecting the redeployment than the other neight®es-
ond, since only part of the neighbors are monitoring the teeni
the monitoring overhead is reduced.

The guardian nodes are further classified into two tydgge |
(those withmaz(paata — gp, ) < Pmin < Ddata) @and Type
(those Withpdata < Pmin S min(pdata + ap, pmaz))- For ex-
ample, in Fig. 1, the Type | guardian nodes are those withawihe
shadowed area, whereas Type Il are those within the ligiithdowed
area. The purpose of classifying guardian nodes is explaimthe
next phase. Note that fis.:, is changed dynamically (e.g., due
to power control purpose), the monitee needs to broadcast:a
change notification packet (which contains the ngw:.) to all of
its neighbors using the transmission power lgygl,.. In this way,
the guardian nodes can be reselected and remarked adaptivel

is subject to the surrounding environments and has erroesal¥d
notice that, it is simple to use a cluster head to collect #ted

tion decisions from all monitors and make a final decisionten t
redeployment of the monitee. However, if the cluster-haazbim-
promised, the whole redeployment detection fails. Thus;avaot
depend on one node to make the final decision. Instead, tHe fina
decision making process should be a distributed one.

To achieve these goals, each node that detects a redeploymen
broadcasts an announcement packet to notify other nodéesas-
tection, using the maximum transmission power level. Each-m
itor counts how many distinct detection announcementsdtrha
ceived during a fixed period of time. If a monitor receivesthor
more detection announcements from distinct nodes, thaitaron
node treats the accused node as redeployed. We use threeasode

By far, each node gets a set Of power_|eve| tup'es for the $]0de the deteCtion thl’esh0|d because we notice that, Wlth thrme

that it is monitoring; in addition, the guardian nodes focleaode

monitoring nodes, a compromised node must be put back to the

are selected and marked. Next, we describe how to use the col-Original location to elude detection. Thus, here we simsly three

lected power-level tuples and the guardian nodes in regeynt
detection.
Redeployment DetectionThe redeployment of a monitee is de-

as the detection threshold.
Note that, the redeployment detection is a distributedgutore—
i.e., the detection decision is made at each node individu@he

tected by its guardian nodes. The guardian nodes keep on mon-distributed property avoids the security weakness of deipgron

itoring the packets sent from the monitee. Based on its gamard
type, guardian nodes detect redeployment in different wiare
specifically, Type | guardian nodes detect the redeploymért

a single node (e.g., a cluster head) to make the final decfsion
all nodes. In addition, when redeployment is detected, weusa
other techniques such as software attestation [7] to fusbgfy

monitee when they can no longer hear from the monitee, wherea the node compromise, or exclude the suspicious node fromefut

Type Il guardian nodes detect the redeployment when theyuea
message from the monitee with a transmission power levelama
than the recordeg,,;, for it. For instance, in Fig. 2, node 6
is a Type Il guardian node. Its power-level tuple for node 0 is
< {0}, 30 >. Suppose node 0 is redeployed into position 0’. Now

node 6 can hear node 0 when node 0 uses transmission powler lev

20, which is less than the previously recorged., (i.e., 30). Thus,

node 6 can suspect that node 0 is compromised and redeployed
However, node 3 (a Type | guardian node) suspects that nosle O i
redeployed because it can no longer hear from node 0 with powe

communication.

3.2 Security Analysis

A compromised (or redeployed) monitee may attack our scheme
by adjusting the real transmission power level. That is,rdue-

eployed monitee uses a power level other thap.,—either higher

or lower—to send regular packets. Our proposed scheme, how-
ever, can tolerate such an attack strategy and detect teplogd
ment effectively. On one hand, if the redeployed node isgisin
transmission power level smaller than,:., this attack can be de-
tected by certain Type | guardian nodes because they caeraive



any messages at all. On the other hand, if the real transmissi
power level is higher thapg.:., more Type Il guardian nodes will
hear the messages and detect the redeployment. Thus,irgljust
transmission power level cannot elude our neighborshgedae-

ing phase collects the reference-set, which correspontisetoe-
foremeasurement in the unpaired observations; the detectaseph
collects the testing-set(s), which corresponds todfiter measure-
ment; the verification phase makes a distributed voting antbe

deployment detection (except for some edge nodes who may notmonitors of a monitee. Next, we describe the three phasestéild

have enough monitors).

The Training Phase In this phase, a monitee first discovers its

When multiple nodes in a close neighborhood are compromised monitors by broadcasting jain packet to its neighbors. A neigh-

and redeployed back together, they may collude to launchatwo
tacks. In the first attack, the compromised nodes colludedaa
redeployment detection. However, as long as three or matesno
confirm the detection (of each of them), their redeploymantstill

be detected. Thus, our scheme is resilient to such an atiduk.
second attack is that multiple compromised nodes colludedase

a good node to be redeployed. Since our scheme has highidetect
rate (see Section 5), we assume that each node has lessrsan th
rejoined compromised nodes (that has eluded the redepttyiee
tection) around its neighborhood. Our distance-basedselme-
sented in the next section is more resilient to this falsagusing
attacks and does not make this assumption.

4. DISTANCE-BASED DETECTION

In the previous scheme, the node redeployment detecti@sexh
on the change of transmission power level recorded at thétes
neighbors (or monitors). In this scheme, redeploymentatiete is
based on the change of distances measured at the monitots.
that different localization techniques, including timeaofival, time
difference of arrival, angle of arrival, and received sigsteength
(RSSI), can be used here to measure the distance, and ounesche
does not rely on a specific one.

The distance-based redeployment detection is based oolthe f
lowing insight: without node redeployment attack, the nweeis
location will not change and the distance measurementsratidgh-
boring nodes should be consistent, respectively. Thukeiftoni-
tee is redeployed into a different location, a monitor caectethe
redeployment by noticing the inconsistency in the distamea-
surements. In other words, the distributions of the distamea-
surements before and after redeployment are different.

More specifically, if a monitor makeseforeandafter distance
measurements on the monitee, it can calculate the differbee
tween thebeforeand after distance-measurement pairs and deter-
mine whether that monitee has been redeployed or notb&fae
measurement, which consists of a set of distance measutgmen
is collected right after the initial deployment, and we denthe
set of data irbeforemeasurement as theference-set The after
measurement is done at sometime thereafter and we denatelthe
lected data set at this time as tiesting-set

Several statistical techniques can be used to test/corttpadis-
tributions of two sets of data. In this work, we adopt theaired
observationgechnique [6] to detect redeployment, which has been
widely used in testing a hypothesis based on the differeateden
sample means. Next, we present our proposed scheme in detalil

4.1 Scheme Description

In this scheme, a monitor first collects the reference-setad
monitees, one for each. To test whether a monitee is redegldye
monitor collects a testing-set and compares it with theresfee-
set. If the two sets of data fail the test by unpaired obsiEmat we
claim that a node redeployment is detected.

Specifically, our scheme has three phaseégiaing phaseade-
tecting phasgand averification phaseThe training phase happens
shortly after the initial deployment of the sensor networhén
there are no attackers) and is executed only once, whereateth
tection and verification phases can be executed periogioafior
multiple times, depending on the detection requiremertig. tfain-

No

boring node who receives the join packet should send bgaka
reply packet to the monitee. The monitee waits for a period of time
until it receives enough number of join replies. When the iteen
receives enough join replies, the monitor discovery pre¢esni-
nates. Otherwise, to discover more monitors, the monitereases
its transmission power level and sends another join mesSdus
process is repeated until it either finds enough number ofitarsn
or reaches the maximum transmission power level. Then thg-mo
tee broadcast® beacon messages to its monitors. Each monitor
measures and records the measured distances df thessages as
{D;1, Di2,- -+, D;n }, which is thereference-set

The Detection PhasePeriodically, a monitor (nodé) collects a
series ofn distance measurementd;1, di2, - - - , din } for each of

its monitees, respectively. Each set of data is a testihg-3éen
the unpaired observations technique is used to test thedtsm$
data (the reference-set and the testing-set) for redegoi/detec-
tion. If they fail the test, the monitor claims that the meeitis
redeployed, since the difference between the two sets afislatg-
nificant. Further, to reduce the false positive rates duairen-
mental dynamics and measurement errors, the monitor céeccol
multiple testing-sets and run the test several times beflaiming

a redeployment detection.

The Verification PhaseTo further decrease the false alarm rate,
we follow the detection phase with a verifying phase. When a
monitor detects a redeployment, it broadcasts its detedggision
(or calleddetection repoit to its neighbors using the maximum
transmission power level. Upon hearing of a detection igpach
monitor (for the same monitee) broadcasts its detectioortépo.
Each monitor collects the detection reports from other noosi If

a monitor collects a threshold number of positive detecteports
from others, it will claims that the monitee is redeployedhem
the monitor can take further actions to isolate the monitem fits
future communications. Note that, the redeployment vextifin is
done distributively.

Another way to do verification is to run the detection several
times. If only a small percentage of them do not confirm the+ed
ployment, the redeployment is verified. In our simulatioe,adopt
this approach to evaluate the performance of this scheme.

4.2 Security Analysis

Similar to the previous scheme, multiple malicious, compuszd
monitors may collude together to launch two kinds of attatiise
the previous scheme, our distance-based scheme is resilitre
first attack (i.e., eluding detection). Regarding the sdcattack
(i.e., falsely-accusing attack), since the redeployed promised
nodes can be detected more effectively (see Section 5x¢hame
is more resilient to this attack than the previous scheme.

5. PERFORMANCE EVALUATIONS
5.1 Simulation Setup

We evaluate the performance of the two redeployment detecti
schemes by simulation. TOSSIM is a discrete event simufator
TinyOS sensor networks, where one can debug, test, andzanaly
algorithms in a controlled and repeatable environmenthdiyipro-
vides a scripting interface tbOSSIM, which has greatly enhanced
TOSSIMs functionality of simulating wireless sensor networks. |
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Figure 3: The FP rate of the neighborship-based scheme for
two topologies with different node redeployment scenarias

the simulation, we utilize the tools (such as LossBuildéscBen-
sorModel, EmpiricalModel, etc.) provided by Tython to geate
the deployment topology and the lossy model for simulatimg t

sensor network.

In the simulation, we consider the deployment area as a H0 fe
by 100 feet square plane. Since our schemes are localizethssh
a large deployment topology is not necessary: The redemaym
detection is done within a local neighborhood of nodes. &sin
Tython, we generate two (grid+random) topologies, one \2&h
nodes and one with 100 nodes. The former represents a sparse s
sor network which we refer to &x5 topologythe latter represents
a dense sensor network and is referred tbGel0 topologyIn the
simulations, we assume that the monitors use the receigedlsi
strengths (RSSIs) to represent the distance measurenoerttsef
monitee, although other distance measurement techniquebe

used here as well

The number of compromised nodes (randomly picked) varies
from one to four in a network of 25 or 100 nodes. Again, because
of the distributed and localized properties of our scherresper-
formance results showed below can be zoomed out to captere th
performance in larger networks with more compromised nodes

For each of the two topologies, we use four redeployment sce-
narios to evaluate the performance of our proposed schémgee
following figures, we use# Ny to represent thg-th scenario with
2 node(s) being redeployed. Whens omitted, it shows the aver-
age result for several rounds of testing. For instant&]3” means
the third scenario with one node redeployed ap@/* means the
average results of several runs with two nodes being regeglo
In the simulation, node 1 to node 4 are the possible compemnis
nodes and Table 1 shows the redeployed distances of therft in di

Detection Scenarios

ferent scenarios in the two topologies.

Table 1: The Redeploy distances (in feet) in different scemes.

5x5 Topology 10x10 Topology
IN|{2N|3N|[4N | IN|[ 2N | 3N | 4N
Nodel1l| 20| 20|20(20|41|41]41]|4.1
Node 2 25|25]| 25 35|35(35
Node 3 46| 4.6 47 | 4.7
Node 4 3.9 35

Two metrics are used to evaluate the performance: the dmtect
rate and the false positive rate. The former tells the peagenof
node redeployment that can be successfully detected bysiars,
whereas the latter shows the percentage of false detections

5.2 Results for the Neighborship-based Scheme

To evaluate the neighborship-based scheme, we supposatimat
node can use four transmission power levels—the correspgnd

transmission ranges are 10, 20, 30, and 40 feet, respgctindl
the nodes in the network use the same power levgk., when
transmitting regular packets. For a node, all of its neighlonc-
tion as the guardian nodes for it.

The False Positive Ratd=ig. 3(1) shows the false positive rate of
the neighborship-based scheme. From the figure, we canage th
in both of the topologies, the FP rates are lower than 10%.din a
dition, the smaller they.., is, the lower the FP rate. This can
be explained as follows. In this work, we are consideringchse
that the attackers try to redeploy the sensors back to tiggnati
locations to elude detection. Since the location displasns rel-
atively small, the nodes close to the redeployed node catdet
the redeployment more effectively. Thus, the smallgr., is, the
closer the guardian nodes to the redeployed node and theanore
curate the redeployment detection is. This explains whyfalse
positive rate is lower for smaller, ..

Table 2: The detection rate of the neighborship-based schesn
for two topologies with different node redeployment scenaps.
For the 5x5 topology:

Scenarios| Pi.tq(feet) | Detection Rate]
1IN 10, 30 0 (for all)

2N 10, 30 100% (for all)
3N 10, 30 100% (for all)
4N 10, 30 50%, 50%

For the 10x10 topology:

Scenarios| Piqtq(feet) | Detection Rate]
all 10, 30 100% (for all)

The Detection RateTable 2 shows the detection rate of the neigh-
borship-based scheme. It can be seen that, the detect®is radt
satisfiable for the 5x5 topology in some of the scenarios,rede
100 percent detection rate is achieved for the 10x10 togolbge
reason is that, in the neighborship-based scheme, theloydegnt
detection depends on the change™®f;,, observed at the neighbors
of a monitee. If the monitee does not have sufficient neighbor
nodes, the effectiveness of the neighborship-based schihie

low. Fig. 4 shows the histogram of the number of neighbors (at
each node) in the two topologies, where we can get more hints o
explaining Table 2.

Fig. 4(1) shows the neighbor number histogram in the 5x5Itopo
ogy (with Piate = 30 feet). From the figure, we can see that
many nodes only have a few neighbors (e.g., one node only has
three neighbors). If such a node is redeployed, its redemoy
cannot be detected effectively because of lacking enougtbeu
of neighbors. The scenario with one node redeployed is such a
case, where the redeployed node only has five neighbordtingsu
a detection rate of zero. However, our scheme is highly effec
in dense sensor networks such as in the 10x10 topology. From
Fig. 4(2), we can see that, in the 10x10 topology, each node ha
more than five neighbors, resulting a high detection rate.

The results above implies that the neighborship-basednszhe
is more effective in a dense sensor network where a node e@n ha
abundant number of neighbors at different transmissiogaanNext,
we present the performance results for the distance-babetne.

5.3 Results for the Distance-based Scheme

The False Positive Raté=ig. 5 shows the performance of the distance-
based scheme when one, two, three, or four nodes are reddploy
in a 5x5 deployment topology. The corresponding redeplayme
distances are shown in Table 3. Recall thaiVy” represents the

y-th scenario withe node(s) being redeployed; while N shows

the average result for several rounds of testing wittode(s) being
redeployed. From Fig. 5(1), we can make the following observ
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Figure 4: The histograms for the number of neighbors (at each
node) in the two topologies.

tions. First, the distance-based scheme can achieve a lo&tEP
(less than 4% most of the time). Second, the smaheris, the
lower the FP rate is. Hergir represents the threshold percentage
of negative detection (i.e., no detection) oukafins (i.e. A=xthr,
andk = 10 in the simulation) at one monitoring node. That s, only
when the percentage of negative detection is smaller thanvill

the node raise a detection alarm. This explains why a smditer
results in a lower FP rate.

The Detection RateFig 5(2) shows the detection rates for the pro-
posed scheme in a 5x5 topology. From the figure, we can see
that, in most of the redeployment scenarios, our schemeahi
100 percent detection even whelar is very small (e.g., 0.05 or
0.1). However, when the redeployment distance is too sraajl,(
scenario 2N), some redeployments may not be detected. Gener
ally speaking, the results show that the distribution cleaofjthe
distance measurements can reflect the location change der re
ployment) precisely. The high detection rate also indatet
the distance-based approach works well even in sparsersegtso
works. Note that, in the simulation, we did not consider rages
loss, thus the detection rate will be lower than 100 peraeméal
environments.

Note that we have also evaluated the performance of thendista
based scheme in a dense sensor network such as the 10x10 topo
ogy. The results show that we can always achieve 100 pereent d
tection range and 0 percent false positive rate in all of teigtie-
ployment scenarios. These figures are not included in therpap
The above results suggest that the distance-based scherke wo
well in both sparse and dense sensor networks.

Table 3: The Redeploy distances (in feet) in different scemes.

5x5 Topology
IN1 [ IN2 | IN3 | IN4 | 2N | 3N | 4N
Node1l| 48 [ 7.7 | 10.3| 13.7| 20| 2.0 2.0
Node 2 25|25| 25
Node 3 46| 4.6
Node 4 3.9

As a final comment, the distance-based scheme achieves a bet-

ter performance than the neighborship-based scheme abshefc
higher communication overhead. More specifically, in tietatice-
based scheme, all the neighbors are involved in the mongamd
detecting process, whereas in the neighborship-basedhscloaly
part of the neighbors (i.e., the guardian nodes) are indol¥éus,
there is a tradeoff between performance and overhead artdithe
schemes can be adopted accordingly.

6. CONCLUSIONS AND FUTURE WORK

In this paper, we propose to detect node compromise attacks
right after the redeployment of the compromised nodes, @din
the previous work detection happens after the compromisdéa
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Figure 5: The performance of the distance-based scheme (in
terms of false positive rate and detection rate) for a 5x5 topl-
ogy with different node redeployment scenarios.

have rejoined the network. By detecting and isolating the-co
promised nodes early, we can prevent the compromise noalas fr
launching malicious attacks from different layers of thetpcol
stack. On the other hand, our scheme can be integrated wath th
previously proposed schemes to defend against node coriggrom
attacks. We proposed two approaches to detect the redephdym
attack. Our performance results show that both of the pexbos
schemes have high detection rate and low false positive fate
addition, we notice that our neighborship-based schenfermpes
better in a dense sensor network than in a sparse one, while th
distance-based scheme works well in both dense and sparse se
sor networks. As our future work, we will implement the prepd
schemes in real sensors (e.g., MICA2 motes) and conductiexpe
ments to evaluate their performance. We will also discuseffect

of other factors (such as irregular transmission rangeeiyalevel,
etc.) on our schemes and evaluate them using additionabrperf
mance metrics such as storage overhead, communicatiomezacr
computation overhead, etc.
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